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] St HESS fHC A uyjddy §dlsOdedw:

1) 1 sHSdz ydlsj ¢ digkdOlsis@®L j d3dzj aizd v o dzkz Is t
h¢owo/lmis8RSd (1

2) 1 sHSCdz ydilsy S Sdgzds F gy o Mtstslso j Isf
tcOL i"jdd® CtsdiBzls@ststey (2

3) IsHCdzs ydlsjy oddztd hdeztetse (8O (5,
fJto] o3 dzdztAC230E t5¢ O

6. tso j OB SlssMy sSMiss das s

1 smdgisHCdze yjdedw C€0OBjdzj2 € ©OLI Y BBOA
ZeHidIs! Mw o tcOB 5K tsiyiydidistOrsdatci(ls d

1 sHC dzg ylssizsdzz s Olstste d3d Y H Iz Ho zdsw IP-1 s
OHtj MOM], cOMmf sdzOc O "  d3gd MW 9 182d6EBEY d ff St
192.168.1.2.

1 Of j tco Sz + ¥ Kl92tdG8.1.2) L Of zMmisd Is C B3O dzH ¢
(9" f sdzdzd Is jecmB)fazOtlzs o d o b jadginjvH dSI€ jdzj ¢ 5 3O dzH [z :

ping 192.168.1.1
{ Mdzd oMmJ ¢ tsHC dzt yjOdzts € thetO@R) d di3 s, Is sds@j s Istsis
olsstese s CcWssfigg G®jIlsj dz? Mlsealzjls 5B dMftcOo
[ C:\WINNT\System32',command.com j 1ol x|

C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: hytes=32 time<1Bms TTL=255
Reply from 192.168.1.1: bhytes=32 time<1B8ms TTL=255
Reply from 192.168.1.1: hytes=32 time<18ms TTL=255
Reply from 192.168.1.1: bytes=32 time<1Bms TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 8 (B%Z loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Oms, Average = Bns

C:\>

dMmf sdz' L 59 OdedPing.C ts &3O dzH '
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[ fMdzd dzj ofj §OSjlsr Bfdd fteddlsr, LIsts

5 ddL St COyjMmlsej €OBj dv
5 dzj MY Oo desfisd S sddkklsOlBE0O
5 fsdj o008 o dddzdd.

lted 3 yOdzd |
T tedyddelsj By Isd yidipfdeRd Eskskzlse "L o Odz"
dzi Iy Oy SFPMiBESH Zdjo? BdteO2Is] BsHEZdd M
mMetesMmis! 8 § jtoi;HOYd HOdzdz =)
dL ¢ d sBCO@pdj dzv
B tsdzd Uff tsoflzyj Mistousdgis o feo Ote S d
dzj d MY tcOo dztsMist ¢ ddzd dzj SH dzstetsH dzsls &
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7.1 sHe B¢ O fijtcjH E§ftcOo dzj ded j
uJ te YEB.

1 HJ fip! BEHjIs ¢ 0L OipRicmRC0OdEngdYy dd

Ff cOo dzjVilsfigndz8 (f s~ 53 d 2  d dzlsWineléiwp 10 Witdows 7 d
Windows Vista).

1. [IsC tetsXlg jdzliztf tc O o dAf) fAd wofigsB N dHlis fiy Is 2 1f Neétigork
and Sharing in Control Panel) d dzO d3dcle 4 d3j dzj fdLdtg O d3J Is to t
OH Of & jCiéadge adapter setting) ¢ O d f z diz§ % J

5% « Metworkand Internet » Metwork and Sharing Center v & P

View your basic network information and set up connections
Centrol Panel Home

Change adapter settings

Change advanced sharing Unidentified network Access type: No network access
settings Public network Connections: @ Ethernet

View your active networks

Change your netwerking settings

See also
§i§ Setup a new connection or network
Bonjour - .
Set up a broadband, dial-up, or VPM connection; or set up a router or access point.
HomeGroup
Internet Options [ Troubleshoot problems

Windows Firewall Diagnese and repair network problems, or get treubleshooting information.

2. fsweoadoeh j dgzgimw 5¢ dzj ¢cuJlsj oNetyork § ts
Connections) SlstsBtc Oy j dg ofmi MmMilbkjoer j f GH
90Oh jdBz 1 s. dwHj&ZO2I] HoB2dets?2 S dzd S d
dmy sdz' L k] Is jEtherney M j Isd

L2 =
1 @ <« Metwork and Internet » MNetwork Connections v O Search Network Connections @
Organize « B M @
| Bluetooth Network Connection =~ | Ethemet I: VirtualBox Host-Only Network
%ﬁ Not connected Unidentified network W= Disabled
*x Bluetooth Device (Personal Area ... Qualcomm Atheros ARB171/8175 ... - VirtualBox Host-Only Ethernet Ad...
l-. VPN Connection Tl Wi-Fi
“'EW Disconnected Mot connected
&5 WAN Miniport (IKEv2) K a‘.\ﬂ Qualcomm Atheros AR483WE-E...
5 items ==

15



3. lftsvedeh j d3ffw t5C dad S EMilgdaid] f 5 dztsC C
(Ethernet Status) d®y d&3d Is § C glatsdf t€ Xz Is Rrapeérties) ( € OC
f5C0OL Odzts dzd y J .

General

Connection

IPv4 Connectivity: No network access
IPvE Connectivity: No network access
Media State: Enabled
Duration: 00:03:17
Speed: 1.0 Ghps

Sent —— %g ——  Received

Bytes: 81,247 | 234,209

|®Eroperﬁes| @Qisable || Disgnose |

4. 1 fswedeh jaimw tCdzj ¢ t5HS dzs iy oiafd il 650
fHj ZO2Isj Hot2dts?2 CdzdC dz0 ¢ f tPs¥sS s
(TCPIIPv4)e € OC (S OL Odzss dzd ¥ J

Networking | Sharing

Connect using

l? Qualcomm Atheros ARB171/8175 PCI-E Gigabit Ethemet

This connection uses the following tems:

JB10305 Packet Scheduler ~
[0 -+ Microsoft Network Adapter Muttiplexar Protocol

&~ Microsoft LLDP Protocol Driver

& Link-Layer Topology Discovery Mapper /0 Driver

w&. Link-Layer Topology Discovery Responder

KKK

X

Intemet Protocol Version 4 (TCP/IPvd) v
>

Install... Uninetall

Description

Transmission Conttrol Protocal/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

-

=
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5.1 fsweadeh j gy sCdj ¢l totsIRVAEEP/IEvEE | tod
M sdz¥ d ¢ £ tPPeijldyj o Oh jets 1s d BOMSE f &
dzd % J

Ceoictea: Npotokon MHTepHeTa Bepauu 4 (TCP/IPv4) l @ ﬁ
06wpe

MapameTpel IP MOMYT HE3HAYETLCA ABTOMATHYECKH, ECIH CETh
NoAAEpKHEAET 3TY BOIMOMHOCTE. B NPOTHEHOM CTyyae napaMeTpel IP
MOMHO NONYUWTE Y CETEBOTO aAMUHHCTpaTopa.

() NonyunTs IP-agpec aBTOMATHUECKM

0 Wcnons3oBaTe cnegyrowmi IP-agpec:
IP-agpec: 192 . 168 . 0 . 10
Macka nogceTu: 2535 .255.255. 0

OCHOBHOW WAH3:

Monyunts agpec DNS-cepeepa aBTOMETHYECKH

-.Q_-chonhsoBaTh cnegywime agpeca DNS-cepeepoe:
NpeanounTaemelil DNS-cepeep: | .

ANbTepHaTHEHLIA DNS-cepeep:

[ noareepavTs napameTpel npu Bbixoae P —

[ ox ][ omenm |

1 5 I d3ts dziPGRdadesj ) € s dsck@246BR.EIO dstsy j s L
& BER OHtj M o IPf@Hg) @, o k2 jlP PBERHHIS
CERBzsOksEO. 1 Oyddlsj SdsfSkz [s, ulsssr f

sifjte! of deyilj dMisd LsoOls! dzBis:
oMttt C S sBBklsOlsEO.

1 tz disdzy Oded ® :

V  Login: admin
V  Password: admin

17



8l SHGEtsIstsoaC O  JjtcjH
i 5 tedONSOLE

ZfcOo dzj dzd j a3 €

VY tcOo dzj dzd J
fslstcj B8O Olst Mw ,
dzj HsMis 2] dzts .

¢ 5 BB s TOM-E ts WIRSRI2)e jBs Y § Is
iz f &d kdaRafdls 2§ ©\VEBez] da

PUTTY.

gC OYyo?Isj d
SSd¥W dektedtetso Odzd 4

1 sfdzj

fsh OGtso 28
1. utsj Hddzd s Gonsplstets sclz Is O lCOMPE Es sd3 ¢ a3 * &

Efls Odztso § g
ddzmlstclzC yds :

EfmlsOdzse dls |
¢ s B33l I dsAmE Tetnal tef@Edds 2

&z0 1 s,

dzj sB R tsHJ BsSCG 5

f
1

C

fsdi3sh+ 8 COBJ dzw.
2. 1 Of 2 mBypdsTerminal dzO 1 s .
3. 10OHO2I] i Hdzv dsetsels Ctdhtsd dset
%New&:m
Ilﬂm

4. 17 B j @M stels, ¢ CthttEtsdz §sHCd yjd S

Enter details for the phone number that you want to dial:

=

Country/region: IUn'rted States (1)

Area code: 123

Phone number: I

Connect using: COM3 VI
0K I

Cancel |

18



4 Btetsmis
1 dlIst H ORadebits) 1 8;
Y j Is dztsHality) i dzj Is ;
dilstsf BSthsbits) i( 1;

<K<K <KL @&

Port Settings |

VY teOo dzj dzd j flofvisdsteIf it Is(.

Bits per second: -
Data bits: m
Parity: |None -
Stop bits: lﬁ

How control: lﬁ

Restore Defaults |

1 Ot €O stels fMdzj HEZ N 5 SBEOL 5d:
fj o] BadRRte)H QLE2R0;

(

ok | Cencel |

dopy |

6. udMmisj 8O ftojHdsydls
YjtejL S sdkOdz dzkz s
] & d3ts dzy O dzq ¥ :

V  Login: admin
V  Password: admin

9 52 Is dCLI I( (e tc ® o df jozk

fMlstess z) .

Ele Edit Yiew Cal Iransler Help
D& &3 08|

Username: admin

Passmord:

Login in progress. .. .

Welcome to Vitesse Command Line Interface (v1.0).
’ ‘7" to get .

Type “help’ or
>

19



9. 1 tsHGEBLBOCO fjtejH EZftcOodzj dzd j o
Telnet/SSH

l oslstsCTeldet SSHf to j HisMisQo dzws s f sdz! L ts9 O
Jdzls j e j 2] S tSBOdHds? MlstesCd Hdv CLB.filede d
stsdz’ €38 tsBj M j ydo Ojls MmtsL HOdz] BjL Y Ofd
hdWtcsoOdedj 3 f jtcj HOO Of d3F = H Odzdz = .

vyissB " f sdzz yd I€LI ¢ 5 sBhgkstafls ¢y Jeingt/SSH, o Oh
1ls d SCtdidi3zlsOltste Htsdzy dz d&ZOatsHdI! Mw o
fiH j dzO s eOMMdBOIstcd o O dzts fiy 9 1 teHOd BilgjtpjC Od i
EftcOodzj dzadj i3 S sdsBzls O tiets s @112 gj L WEB

Telnet ddzls j oW j 29 o Mistetsj dz o CMVB dpQ diyifichze ©
sY j 6Oy dtdedz 7 Micripsgffy ¥jndgws. SSH ddzls j W j 2 ) Hsf
ktsd S5 ) §odsh: s {tcsISHB Rugtsd da@zay Is s 69 j
C OS¢ {f t5dziz y d ISOLI CHstEHgHzEsO Isds tSOH fiy j fletg d3s h * 5§ tots G
PUuTTY.

1. 1 O2Hdb& jd3d dz#PUTTY Configuration. | 9 j HI®j OH tc ] M
CRBzIsOIBKEO o { sHagt Nandgy (G dsdgds O). B 10
Zdsts dzy Qg te j i € ts BERLEBIO G tc O

2. lrejtedlj Idf §aeanéctpn typezBS8H. (

= Session Basic options for your PUTTY session
Logging Spe cﬂylh e destination you want to connect to
Teminal ’ =
Keyboard = Loledis =
Bel 192 153 01 2
Features Connection iype
& Window ORaw O Telnet C R(gu' Segal
x: eeeeee S p—
aaaaa
Translation 5 edSeN ns
Selectio
Colours Dcfok Sefrgs
& Connection
Data
Proxy
Telnet Delete
Riogin
- SSH
Serial
( N lever  (® Only on clean ext
About Open Cancel

3. [ dzd o f sHCdz® yo,jlsj fy! SSHCodjdgtmls Qs ts't
odHdIs] PustydzBecurity Alert. 1 O ddes { 1 O dzv
ftetsH tsdzy § ded v .

20



PUTTY Security Alert ﬂ

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1040 ddi15:6b:be:26:1d:b0:0c: efiaf: 59:f2:83:eTa 747
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want te carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection,

4, PUTTY B J M J udls o 0Od3 HEsmMiskzy

Sts¢ sTe@SSHY sH ¢ dzt yj dad

1tz d3ts dzy O dzd &

V Login: admin

V  Password: admin

3

192.168.2.1 - PUTTY - 8

¢

£ cOo dzj

BzHjls EfMlsOdztsoe
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10. uvitcOodzj WHB-ddalgjietigW j 2y, GMdzse
Ldzj a3 dzls’

10. 1 o Is to brjCdisiszjtae®@)y 2 fn

[ dzv o FoBMEB-d dzls j e WG B dgdsk s Ols 56 O B Le@ifzlzc I
pojHdlsjy o OHtej iPdzD o jfifgs tc & & EHBWRBESE O f
b dsts dzy O dedbtn)zy  Oo s tdecf™. Ofys(cdf L son®s | (2O tadndin
i LhsdgsB&ET 0 O lshw ¢ dzOo dzOW fMlsOdd y0O d3j

@] PORT ok vLAN LAYER 3 SECURITY e MVLTICAS R ADVAN LS
@ System Information SYSTEM->System Information
© IP Address System Information
@ User Management
. . 1.3.6.1.4.1.12284.28
@ Serial Information
1.0
= SNTP Configuration B39
SNMP Communi ty [02:82:44:13:32:82
lo28000001
© SNMP TRAP |System Uptime |o0-Days 00-Hours 09-Minutes 19-Seconds
= TACACS+ Configuration [System Clock 2020/10/01 12:08:42 (Format: YYYY/MM/DD HH:MM:SS)
° Log Refresh| | Apply Help

| eojwhdas bjChssotd §sdj ¢dkOodes2 f
shdzse dz 7 t6OL HWEBSE dzlsijtaddsj 2 MO, ftod dzOy Ols
slsCier 0 O kMY Moslse jlsfisakshdj ©OLHJ d .

I dzjets?2 yOfmlsd MbstOddy’ d&O" sH ( lsdpe s
d3j dz¢ , Mtslse jIsmise zs h A slsCter Ists? 9 C dzOH ¢
SlsCter 9 O sMw Hftsdzdzdlsj dz' dzr | Y SHEGOL HJ dzf .
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10. 2 [ § d ) O dzd WER HEEd JEY j 2 f O

I sdz h ddemlseots Cdasf sC Hdzw L ogj daj ded ™ ok
WEB-ddzls j el j 2 ) yOhj ofmjcet o fisszlys sl sz
fedo jHjdr SfdmMOoddw WkdSyd?2, Skt j ¢d

sdetsf € O 1 OL dzOyj dzd j

Refresh ( [ B dztso d Is ) dzv j s L dzOuj dedj ¢

[ Bdzts o Is
fsdzij 2 d OO stetse ¢
f

dmdzsetsjy L dzOyJ dedj B
Odzwlkeg jHJddzr j L dzOUJ ¢
OttO®Rj lstc® oMmisky Ov Is &
sidzj d&zOYOldwy {2
Odedz' | 99 jHjdgr dgj €t
swoadlsimw Mt jdadj

Apply (1 teddgw Is+ / ff tSH |

Delete( UHOdzd Is* ) HOdzw jIs Isj SEhjj L dzOn

sCter 90jls MlstcOdzd ykz
ISHJ dzt dzOwW M tcOezf g OH ¢
O)HBGEtS LOftsMO.

Y
]
]
]
H
]
v
{

Help(} sd3tsh + / M cOo| [

c

10. 3 uttBh jddw B BhdBE¢J

1 ted 9tsL ded C dztso j dzd d shde¢d fted s
fsdz LsoaOljd ¢ CtdBkzlsOlststel (o080 H]jd
fswvedw by sCdts i sfdmoOddjds shdeCd.
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10. 4 1 sdzv Hd&zv 99 BHO JdaWtsted3Oydd ¢

14SBlstster j wEB@dlaky e j 2 MO CtdkRBzlsOlts
fsdzv Hdzv 99tHO Ists?2 ddzdf d dOy jflefW21ts tc dgO W ofsdf
L 20y jddmpRdets  sdzzigtfls€ wMmted yder &5 MistetsC Od3

( Mdzd f sdzOHBBdIsMWw HEBBOO dIs! dtsoakzt Mls
9" f OH O jMi Nelyq Qztso OW ) d dzO0y Ols Hdzw f tsH
Apply ( fted dgw Is+ ) .

( pdzd dezy des dL d3j dedls! kx4 Mmkhjmselzs
9" BteOlIs! dL or" fOHO N jets MIdMEO Mitslse j Isf
dzzy dzr § L dzOyj dedw d dzOx Ols!  HARPly (fftdredse’ j)te ) H

[ dzw ZHOdzj dzgdw flstetsCd dL sOB dzd yr , :
MfdMS O dzzy dzr 2 detsdsy to fls Dadef kg CdBsdsdls j ¢

m PORT PoE VLA LAYER 3  SECURITY DHCP MULTICAST RING ADVANCED TOOLS
FMAC SECURITY->ACL->ACL Based Source IP
¢ ACL ACL Based Source [P
Based Source [P [ACL Group ID | 1 v |Fi|ter | deny v
Source IP Address | |Source Wildcard |
“ ACL Based Extended IP - -
|sttention: Wildcard should be the format such as 0.0.0.255.
2 ACL Based MAC IP
Refresh Apply Delete Help
2 ACL Based MAC ARP
= ACL Group Select All ACL Group ID Filter Source IP Address

2 ACL Resource
P AAA

» Safe Management

10. 5 1 tsdzv Mts L dzOyjdedwolsd IsjSizh j

14 Sbtster j MisteOded yr  ( d dzdWEB-¢ dzls | w2 Fnfi
ftoj HdZOL dzO Y| dz' IstseiAE O dafy HSOdzgdz' = & OBt
[ssBtOyOj &3 § LdOyjddw d&O Isdrn MisttOdedy
Ylsg dedw d dzjls! d3tsoLizds dag 'dz' (5 gz0 s 6 &35S Beriaf s dz,
Numberdz@ tedmizdzSj dedyd ) .
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e e
@ System Information SYSTEM->System Information
© IP Address System Information
2 User Management lProduct Description
. § [System Object 1D 1.3.6.1.4.1.12284.28
@ Serial Information -
[Hardware Version 1.0

= SNTP Configuration [Firmware Version 3.3.9
SNMP Cammintni ty [Base MAC Address 102:82:44:13:32:82
[Serial Number 028000001
© SNMP TRAP

|00-Days 00-Hours 09-Minutes 19-Seconds
2020/10/01 12:08:42 | (Format: YYYY/MM/DD HH:MM:SS)

Apply Help

[System Uptime

© TACACS+ Configuration [System Clock

© Log [ Refresh|

11. [fdmOdedJ tcOWEBjJdrE®]j tayjjdesfm O

C sBBzkOksiE0

11. 1 | dzOo dzOv WER t Gelizg g ®j 2 O
1 sfmdzj sts@ ts, CO¢C B" dzd o989 jHJ dg

fsdz L so @&mjphdzvf Otadbrn §: 5 Iz dsts dpy O dzd &

C dsdg's j ¢

182. 168.0. 1

Switch

User Name: €& admin
Password: | !

[ oK || cancel |

slssB YL dls ¢ &ZzOo dzOW
¢ s BBl Ol st d

WEB-Gdets j @D 2 Mz e Oo dzj
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Bl o~ PoE VLAN | LATER3 | SECURITY = DHCP | MULTICAST | RING | ADVANCED TOOLS

@ System Information SYSTEM->System Information
© 1P Address System Information
2 User Management lProduct Description
§ § [System Object ID 1.3.6.1.4.1.12284.28
@ Serial Information
[Hardware Version 1.0
3 SNTP Configuration [Firmware Version 53
5 SNMP Community [Base MAC Address [02:82:44:13:32:82
Serial Number (028000001
S SNMP TRAP. lSystem Uptime lo0-Days 00-Hours 09-Minutes 19-Seconds
@ TACACS+ Configuration [System Clock 2020/10/01 12:08:42 [ (Format: YYYY/MM/DD HH:MM:SS)
° Log [Refresh| [ Apply | Help

11.2s sz q ¢ & ipfyfnlerj (8YSTEM)

11.2.1 System > System Information ({ B " Odidz¥ tste 3O dMyd M) 4 B

| o= Pok VL | LAER 3 | SECURITY | DHCP | NLTICAST | RING | ADVANCED | TOOLS
@ System Information SYSTEM->System Information
S8 Address System Information
@ User Management lProduct Description
. - [System Object ID 1.3.6.1.4.1.12284.28
@ Serial Information -
[Hardware Version 1.0
© SNTP Configuration [Firmware Version 3.3.9
2 SNMP Community, [Base MAC Address l02:82:44:13:32:82
[Serial Number l028000001
S AL [System Uptime [00-Days 00-Hours 09-Minutes 19-Seconds
a TACACS+ Configuration [System Clock 2020/10/01 12:08:42 | (Format: YYYY/MM/DD HH:MM:SS)
° Log [Refresh| [ Apply Help

1 Product Description ( [ dfmOdzd J mdMmilsd d3r ) s H
ddaii sted3Oydes t Mmdmisj &J;

1 Hardware Version ( 1 j teipdw f dzOlsr) bkshipldsts t4s20idspoCCz M |
9jtemMds EMlsOdzse dzj dzdz" = o C5dBBBZzISOISSE

1 Firmware Version ( 1 j tefpdw { tetssgagidsjf)ds j S zh 28 o

fesh do € d;
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Base Mac Address (f ODOH tg)j M

Serial Number (fn j to d 2 das &) to

System Uptime ( 1 toj d3w LOfEMCO MmMdMmilsj d&37 ) ts

otej d3j dzd ftetsh dzts fy RSy dgalslOls @IS tsite Q j dad W
1 System Clock (b SkhjJ ) oldeQCdvi f 5¢ AL E®@Ilg Is

SlssBteOy Jddwy HOIT d otj d3j dzd .

11.2.2 System > IP Address (| Ofls tc 4R @ 1OtdniP

m PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
9 System Information SYSTEM->1P Address
2 1P Address 1P Address
2 User Management Admin VLAN 1
[P Address 192.168.0.1
8 Serial Information
[Subnet Mask 255.255.255.0
2 SNTP Configuration iGateway 0.0.0.0
a SNMP Community MAC Address 00:28:01:01:01:02
[Attention: Please configure carefully. If WEB connection interrupted after the configuration, try establish a new connect|
o SNMP TRAP fion with the new IP Address.
? Log Refresh Apply Help

[ OdzdzOW ) BMER-dzdzly Pte WV f B Os dzv j s |1H addggssz” Is
(IPOHtj I ¢ tBBBUSRNEREKD)BOMS 2 1§ § Gdejvisydidress
(IPOHtej M hE&bsdOkMIsOdtse ¢ d Afirmn\dzaN zfs 5B s Ols ts
s ERsduodded 1 ISMsAl (Heezfzj sy jIs B ' Is¥ tsffdzjlz]
o dzj M dedw dL d3j dzj dzd 2Apply@ Y decflsigy Is¢ dets ff € Iz

1 sfmdzy dL AP R HBBREZISOSO i) WVEBF dzj d
ddzls j oW j 2 Msds ftejtoo jlsmw. [ 2 ftsolstedats@ s
sikh | flse §sztshy r IBBOHte ] M tBsd BolststedL.OYd
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11.2.3 System > User Management ( R dz¥ sSte 3O ydw s ftsdz' L s9°

PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

SYSTEM->User Management

User Management

User Name
User Level normal ¥

Password
IConfirm Password
|Attention: User name and password are case sensitive.

= SNMP TRAP Refresh|

= Log

[ Item | User Name [ User Level | Operation |
| 1 | admin | privilege | delete |

1 O HOdzdzIRIs e OdzdWEB d dzls § W § 2 MO d Mis 9
gL i3j dedIs! / L OHOIs! Hassword) fi@tsdsj CEhjets (¢
admin (ff s E dsts dpy O daff & d3j dzd Is fcOo O HsMmiskzq
Csdisi3lzls OldUsewlevBl) ( d Hte.

1 Ote s dz dzj spatsHdis M Ekyl sis@c =g ¢ ddgts
fMsH j oy Ols! HS 16 Md3dzadfs@dtsts dz dzjftdBvn SH d di3s
99 jMmlsd detseor 2 HRasswodd'd onfifnsREgsword.

[ dzv Iktséts yYlstse" dL d3j dzgd dzedw o Mmiskzy d dzd
CdztsfAplity (1 teddzw Is! ) . 1 sz {1 bsets sd L so C
ots2 ISWEBaf dzls j ] C sd3dBzIs Olsstc @, d Bfctsdlz L W  dzt
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11.2.4 System > Serial Information (| Ofpls tc tsRAgisfe W | 2RSEB2 H dzW
ZftcOodzj dzdv C sd3d3zls Olststetsdi)

ﬁ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
= System Information SYSTEM-=Serial Information
© IP Address Serial Information
© User Management [Baud Rate 38400
i . [Character Size
= Serial Information lParity Code
= SNTP Configuration [Stop Bits 1
+ SNMP Community IFlow Control INone
* SNMP TRAP Refresh Help

= Log

[ OdzdzOW Mls eNERd BB j tc¥ | Mis® | B O] Ists
Ef cOo dzj dzd W Codi3sBzls Olststets dRS282) te jd i dsdids j tzW
CONSOLE. lted EZ§tOo dzj dzd d y § t5 gBeprBedsnal to(tscizizd
f SHisSB dglz ® f tc soaejOHRH]) i1 yls s ZOMistes2 ¢
ftcdojHjdedzr a3 dzO { Ists?2 MisteOded y4 L dzOygd ded v o
Baudrate ( S stetsfmilst  jtojHOUd HOdzdz 7))
Character Size ( et OL d3j tc M d dzo sdzts 9 )
Paritycode ( B dls yj;lsdesfmilsd)
Stophits( Mlstsf se";j BdIsr )
Flow control ( 21 tc ©o dzj daslgg) . slsts €

= =4 a4 4 -2
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11.2.5 System > SNTP Configuration (1 O fls tc &2AEEs 5 CIBITRD

PORT

—

PoE

© System Information
= IP Address

® User Management
= Serial Information
= SNTP Configuration
= SNMP Community

= SNMP TRAP

® Log

YLAN LAYER 3

SYSTEM->SNTP Configuration

SECURITY

DHCP

MULTICAST RING

ADVANCED TOOLS

SNTP Configuration

[Server IP Address 1

[Server 1P Address 2

[Server IP Address 3

[Time Interval

1800

(60-65535 seconds)

[Time Zone

[Enable Status

Disable Vv

[Last Update Time

[System Date Time

[2020/10/01 12:03:00

Refresh

Apply

Help

1 OH OdzdzAg R tc O dAYRBId dzls j oW JZDA®H W Isfqw  dp@sfipldstésts AsCd
SNTPf etslstsStsdz M den tetsded L Oydd otej dsj dzad 5 ¢
1 Server IP Address 1 7 IP OHtej ] Mmjtco jtcO tshdatso
fddemtetsdedL Ouydd otej B dzqd ;
1 ServerIP Address21 IPOHtej ] tojL jtcodzsets MfMmjtco j
o tej d3j ded ;
T Server IP Address 31 IPOHtejf jNMhj GHddet tjL j
M dem tetsdzd L Oydd otej d3d ded ;
1 Time Interval T ddzls j tto Odz L Off testse dz@ fd dznt
(LdOyjdedj it EdtsdzyOdzed® 1800 fmj <) ;
1 TimeZonei or" Btste YyOfmtseotsets §svmo;
1 EnableStatusi f sdzj BlstsBtcOy jdzdV IsjSCkhjets M
1 Last Update Time 1 { tsdzj SlstsB tc Oy 4 dzd W f sfydzj
Mddzmntctsdzd L Oyd d .
rdzv stsets ylgwaf™ d@idjzdzd dzd o Mmddzlz, dzj sBRE

Apply (1 teddgv s+ ) .
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11.2.6 System > SNf P Community ([ ) dzts o dedzQifn) Is te t4f2tcCtsdls 5 € 5 dzO
SNMP)

m PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
2 System Information SYSTEM->SNMP Community
° 1P Address SNMP Community
© User Management ICommunity Name |
B _ IRead and Write Purview | read-write ¥
2 Serial Information
2 SNTP Configuration Refresh Apply Help
= SNMP Community | Ttem | Community Name | Read and Write Purview | Operation |
o SNMP TRAP [ public | read-only | - |
“ Log

1 OH Odzdzt) s tc O dziiVER d dzls § to ¥ ji2tdji Mis O dzj dz
dZzOoMmMlstets2 Cd Hdzw EfttOo dzj dzd BNMPIs d3tizis Is @ I63ts tdas| @B «
CBBzlsOlstste] ML H O ddbdlic HH dfAs Ow O M lstsdz! ¢ s
(ReadOnly).

Il mMiet &Y jls BN Is! MmMtsL HOdzts 8 L Of d
EfteOo dzv Is! € B3Rk ISPy dg 20 Jists st H Ols ! LOf
20 v lIsj dzd j RepddWfricefn ' (

11.2.7 System > SNf P TRAP Configuration (1 O fls tc STRARO
Zo jHtRD ded 2

ﬁ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

= System Information SYSTEM-=>TACACS+ Configuration

= IP Address TACACS+ Configuration

[TACACS+ Disable v

IMaster Server IP

@ User Management

= Serial Information
Backup Server IP

° SNTP Configuration lShared Secret
= SNMP Community lsuthentication Type PAP v|

i Disable V
= SNMP TRAP IAccounting able |

© TACACS+ Configuration | Refresh Apply | Help

€ Log
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1 Offlstes?2 Cd zO H O dAMHER d disly e dHPE® ts dzv o
MesdW ekodeso OBRAPRHS&EYjdd2. [ dv {bksct

T 1" BtcOIls! TRARNmEd d3¥ H dzv f SERAPfjsdREYW | dzd -
T JlrBtcOIs* OHIlcR fyanskit IP Address) , Clstster 2 B
dmMf sdz L s9 Ols! TRAP {fteslstsC 5dz;
T 1" BteOIls! 9 j tcfiSNMP \&EMIDNP. (
SsSEHO oMmMj dOMtes2¢d BEHLEISS Hfdpldgas@isjt
sy dls §JjteJR\PdfHsss M jdedw dzO IR O®ueQ dgdzr 2y

odzaj Mjdedw dL o3j dzj 2] IsthydzjsHj £ jzld ZEH C sde ¢ Iz to
dztso Iz v .

11.2.8 System > TACACS+ Configuration (dzO fi) Is tc t4f 2Actis@s 5 € 5 dzO
Tacacs+)

m PORT PoE VLAR LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS

= System Information SYSTEM-=TACACS+ Configuration

@ IP Address TACACS+ Configuration
© User Management [TACACS+ Disable v

) . Master Server IP
= Serial Information

Backup Server IP

@ SNTP Configuration shared Secret
= SNMP Community lsuthentication Type PAP v |
= SNMP TRAP IAccounting Disable V|
® TACACS+ Configuration Refresh Apply | Help

¢ Log

1 0 HOdzdzs?2 TWEBsdiEd iYW J 2 MO f§tej HMIsOo dzj
Hdzw  d MY tsdz' f Lictsols@afes @S+ 1 sdz! L 59 Olsj dzs ftej H S
oL BB desMis! S dz¥ YACAGSH, EZ mds@fAO0BH to j M O
Master Server IP, Backup Ser ver | P, sdf OklsjdadsdW ¢
fsdz Lso O jdzi?2. 1itiH odzjfpjdedi &3 dL d3j dzj d
Wz dz¢ JHCACS+9o € dz¥ uyj dzO
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l 9 jHJIBjOH tcj MCAQS+ Mitw® L Olsrjek teglsj Is
Oklsj dzls d W d PAPY ddddzd QHAP)d LOHORdY W dzwctelzd f T
ftsdzy L s9 Ols j dgha@redseciptts dzj

dzv Issets ylstser dLd3jdej dedv ofplskzf ddzd o Mmd
Apply (1 ted dzw Is* ) .
11.2.9 System > Log (uvftcOQodzjdedj L Of dfp*

10 HOdzdzes?2 TWEBs@dAdMiEN J 2 MO §toj HMNIsOo dzj
wWddz stcO o' 9atsHO L Of d fnOdedavgrPriodys sisg z1s | B 'Y
fMzj HEs P dj L dzOyj dedw:

1 Critcal T or oatsHdls ddet stedzOyds , slsdzsmw
Ctedlsdud MS Bz kteso dzt o Oy desfisd;
Debuggingi o™ o sHdIls ddeW sted3Oyde Hdzv tslsdzOH
Informational 7T 9" e tsH dIs d et stedzOyd * H dzw s ls
gzt stedsOydes o dztse Or

T ALLT or atsHdls oMy dJdaW sted3OYyds .

PORT PoE VLAR LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS

@ System Information SYSTEM->Log

o IP Address Log

8 User Management Priority All v Refresh Help

o Serial Information

8 SNTP Configuration
2 SNMP Community

@ SNMP TRAP

@ log

vyistsBr ftddjddls! Wdd st Rebashsos dsafilds'j) ¢
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11.3 Port gonfiguration ( s sdz¥ d 6 2 te d tc @idAdad)] f
11.3.1 Port > Basic Configuration ( s sdz f e ztcOydvw f stelstse)

1 OH Odzddipltc OAWBBR ] dzls j oW J @ MIs O dzj dzO d da¥
fs COYHBRE otk CSBEBRzlOIGKO. 1 sdz' L ts9
fiteiHOYd HOdgdz =, 9 ¢ dzg yOls! ddzd Slkdaydel
Flow Control, tt O L dglurtbo Frame, f tesfdzOIsted @ Ols* B OL ts9 Iz ¥

[ dzv dz2OMmlstes2Cd Sdftejlsdesets fSlsO o
mMfdmezPe s o' BtcOIls! . o fhjs tEFslsFyO dzd ¢ ofmi 1t
(Enable) , ultse' Isor gdricisd dzj tsB -~ 5B I Wiks PisEbiL)O (S
vyistsB" dL d&3jdej dedv o Mmiskzy ddzd Apply )y tzlf dzv 8z0 ) d3d

vOCdd 3] BBtOLBA orBdteOjlsmw L dzOyj da
f stelg@rdzd H dzv-dz§ O€ st Stcls OFub-10g wQlis'te s Mis+  § j te
10 [Bdls/ M, Ilsiteq dejsQefiy) , § j o] & dz¥ Wddofyrdzdie] da
HOdz' desfisd fJjtejHOUYUd MdcaETWms) ) dgdg) 250 &S f
BOIsted y” M smtse dz Qo lstsdzOIsdyd M<d fdtejn
fsHCds yjdedd € dzd-@&G @ dsp dzdpaztesd dzl G @ dzdz’ d3d
Is ts dz' Uinkff stels O 3 .

} sfpdzj o dzj Mj dedwv dL &) dzj dzcPApply @ dedfaias Js
1 O3 Olsd j Repisdh C(dsB dztso d Is+ ) sBdeso dls L dzOyJ
ftstclstso .

E‘ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

@ Basic Configuration PORT-=Basic Configuration

o Port Statistics Basic Configuration

8 Storm Control [Selected Port(s)
Enable/Disable
@ Port Rate
ISpeed/Duplex
o Protected Port [Flow Control
a Port Mirror Pumbo Frame Bytes 1522 (1522-16318)
 Port Trunking Refresh Apply Help
e omaton Select All |Port | Link Status | Speed/Duplex Enable/Disable Flow Control Jumbo Frame Bytes
1 - AUTO/AUTO Enable Disable 1522
2 AUTO/AUTO Enable Disable 1522
3 AUTO/AUTO Enable Disable 1522
4 AUTO/AUTO Enable Disable 1522
5 AUTO/AUTO Enable Disable 1522
I AUTO/AUTO Enable Disable 1522
7 AUTO/AUTO Enable Disable 1522
8 AUTO/AUTO Enable Disable 1522
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11.3.2 Port > Port Statistics ( & IsOIsdMmilsd ¢ © ttOB sl f Stelstse

E‘ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

© Basic Configuration PORT->Port Statistics

© Port Statistics Port| Send Packets Num | Send Octets Num | Received Packets Num | Received Octets Num | Error Packets Num | Discard Packets Num

0 0

@ Storm Control

© Port Rate

© protected Port

© port Mirror

“ Port Trunking

2 DDM Information

ole|e|e|o|o|o|e|e|e|e|e|e|o|o|e|c|e|a|e
olole|o|o|o|o|o]e|e|ela|o|o|o]o|o|o|a|o

1 OHOdEZERstc OdzdMEB d dzls j teW j R H)JOH Mis Oo dzj dzO
Hisfiszd dzOw o dz¥ stc 3O deds's of ® WQ@EHE s jis Ofsslzd y -
Send Packets Num-€C tsdzd yj Mo ts tslsf tcOo dzj dede’ 7
Send Octets Num -G sdzd yJ lseo s tsilsff t5;00 dzj dzdz™ = B (
Received Packets Num-€ sdzd yJ mMiso s ek Ist -
Received Octets Num -C sdzd yj Mlsots ftgddawlsr 7 B O2 s
Error Packets Num-¢C sdzdplsp s fteddaw st = f OC jJ st
Discard Packets Num - € sdzd yj Micdst dizlsr - e fOCj
fdzzyj ddd.

= =4 -4 A - -2

11.3.3 Port > Storm Control 1 © M ls te B2 dEE ySfafm Control)

[ OdadzOW s WeBlzdivids | oW jREO sdzv | Is dz0Mmls
Wz dz¢ y torm Control (L OF d s kz tsls 9 dzd v dad W hdtets
(Multicast) ¢ OC JIABHPOYjIstse dzO f jtcjHOo O d3Fr 2/ (¢
HdzV SCBdStej sdesets  stelsO.

vyilstsBr 9oCdzs ydls: ¢ dzdflzS ¥ S@Enoz€onichlise' ™ B § te d IS
CodS o itsEmBlg My dMC O, L @0Odds g Hdzw CtsdeS toj Isdztsc
Broadcast Suppression, Multicast suppression d DLF suppression, © IsO¢ ¥ J
EMisOdzso d Is! Ftotsoe j dz d dze d B d tets 9 O dAf1024000 ts H
sBdls/ f

I'fd duLdgjdaj ded™ f tsHliso jApplyd @ cldfdaw 1S dats f C
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E PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

@ Basic Configuration PORT->Storm Control
@ Port Statistics Storm Control
8 Storm Control [Selected Port(s)
Broadcast Suppression ¥ [Multicast Suppression | ¥ [DLF Suppression v
© Port Rate
Ratelimit (1-1024000 kbits)
© Protected Port
_
@ port Mirror
» Port Trunking Select All | Port Broadcast Suppression Multicast Suppression DLF Suppression Ratelimit{kbits)
1 Disable Disable Disable 54
° bbr 2 Disable Disable Disable 54
3 Disable Disable Disable 54
4 Disable Disable Disable 64
5 Disable Disable Disable 54
5 Disable Disable Disable 54
7 Disable Disable Disable 64
s Disable Disable Disable 54
9 Disable Disable Disable 54
10 Disable Disable Disable 64

1134 Port>PortRate( [ ctcOded yj dzd j st zMC dets?2 MY ts
fstclsOn)

1 © HOdzdzts?2 WEBOHEjUgWY fizsfp@ts cdB S G te!
Metstesmis! ftodj BO/ fjtcjHOUYUd fOCjlsses dzO or

[ dzv {1 ssets orBjtedlsy fYotels, ECO)ydlj 1L
fJtedHOYd (Geddzzckets Rate Control) d Hdzv MEtstsMmisd
H O dzdzReteive Packets Rate Control).

[ dzv Y tsHlseo jteyHjdedWw o BtcOdzdzr = @lfls ot
(fteddagviss ) . [ dzv sl d3j dzr seteOded UJ dedv f tot
C dzts ff @nzel (Csls d3j dzO) .

[
PORT PoE VLA LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

o Basic Configuration PORT->Port Rate

o Port Statistics Port Rate

= Storm Control iSelected Port(s)

O g Receive Packets Rate Control * enable (1-1024000 kbps)

ort Rate
ISend Packets Rate Control ¥ enable {1-1024000 kbps)
o Protected Port
Refresh Appl Hel

© Port Mirror | [Aeey | | p |

> Port Trunking Select All | Port Receive Packets Rate Control(kbps) Send Packets Rate Control(kbps)
1 - —

2 DDM Information 3
3 . .
4 . .
5 — —
5 — —
7 - —
) . .
) . .
10 — -

36



11.3.5 Port > Protected Port (1 O d ®tclots e

m PORT PoE VLA LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS
@ Basic Configuration PORT-=Protected Port
@ Port Statistics O select all Port Is Protected Port
8 Storm Control 0 t 9,
2 No
© Port Rate 3 No
o

@ Protected Port

2 Port Mirror

» Port Trunking

2 DDM Information

zlzlzlzlzlz]zlz|z]lz]z|2|2|=
sls|s|e|5|5)e|55 5|5 5|5 |5

Refiesh| [ Protected Port | [ Unprotected Port Help

1 O HOdzdzts?2 WEBaGHEjUgY j 2 MO J Mis’ o roHste Qs
fstels, Ctikidterd?L tBdaftctso Odz SIs Htekzedm (L O !
steO% d ¢ 0)

RLdzdtetse Odzedz" 2 f tstels dzaj dBsyjls B di3j ded
dLsdzdtetse Odedz” s § sStcls Odz( .

RLBBdzdtose Odadz" 2 @ fstels By jls BB d&j dds O
dzj L sdzdteso Odzdz” o3 f Stolssd3/  Stols Odzq .

1 s detsfPRo@ctedPorti H j dzOj s f stels dL sdzd o s 9 O dzdz
1 s dzts fUh@otected Porti dzd 3O J Is MiIsOlskm L sdzdtets
1 sdesiRef@shi sBdatso dzv jIs o j M fMifgidEE if.skls
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11.3.6 Port > Port Mirror (1 j t6 ¢ O dzd te tfotsaig)tsj o

ﬁ PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED T00LS
“ Basic Configuration PORT->Port Mirror
o Port Statistics [Listen Port unset V|

Port
1

@ Storm Control

@ Port Rate

@ Protected Port

@ Port Mirror

> Port Trunking

2 DDM Information

EA) ] (o] o] o] o] o ] o} oo o} o]
DDPEDDDDDDPDDQ

|attention: select the unset utton Apply to delete the configuration.

Refresh| Apply Help

1 O HOdzdets 2 fYER Oflalsyjjte W jHEIES 2 § dzr dzO i |
Ld el Odzd tc srar@rizg) ¥ f(stelstso . lr B dteOjListtpwPorts H d d
Colsster 2 BEZHjIs HzB dzdtctso Ols! stcO¥ d
f tedded BOJ B 2/ )sdZEZYO] B 2
7 lrejtedbjaly tcC Qdtmn Port), Ctlstter 2 BEHJIS H
stcOW¥YdS Htkzedrn f§ttelstse;
T IrBjtedlj Htlsr, kttOWdE Ctlstste’ 7 -BLEH
Ljtel Odts;
T IrBitedlsy, COSdy dd3gj dedzts f OCjIst s8BLEH
L J to € Retmive (f todfd (3O j Yrapsmit (;slsf tcOo dzy j 3" |
[ dzv Istsets ylstser L d3gjdej dedv oflskzf ddzd o Mmd
Apply (1 ted dzv Is* ) .
vyissBr EHOddI! ftjH" HEMEZE dOMtes2CE L jte
o' §f OH OF N j dgnsigjddzedzOy B Is JApElydets e lelzv Is ) .
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11.3.7 Port > Port Trunking

Il HOdzdetsds ©OLHJ dzj dORBHWISMY dzOMistets? !
Zsedudi Médy SOdOdzr (Trunkod)

11.3.7.1 Port > Port Trunking > Trunk Group (¢ 5L H O thaghk ¢ sz ) *

10 HOds?2 WEB®dE Y J 2@ flsOs dzj dzr  dzC
Hdzv s dz¥ o BulKeE@nkd df .

PORT PoE VLA LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS

= Basic Configuration PORT->Port Trunking->Trunk Group

® Port Statistics Create Trunk Group

= Storm Control Trunk Group trunk1 v
= Port Rate [Create Status Uncreated
[Trunk Method src-dstmac ¥
° Protected Port
Refresh Apply Delete Help

= Port Mirror
Port Trunking
=Trunk Group
= Trunk Configuration
=Trunk Information

@ DDM Information

[ dzv ML tubkdedezf f + fMdzj Hizj ls oTrupke@dsp o
dzj sBrtsHd i3z cwkzifdflz (1, 2 d Isu.), O L
9 Otcd O dglsts & itk .

f SRC-MAC i [ jlstsH, ts ) dzts © WAREZO D to jdifn Is ts y dzd €
(source);
f DST-MAC i [ jlssH, thdsoMARIDORE jdgQ dzOL dzO
(destination);
T SRC-DST-MAC i [ jlssismdztse Odz0OQ MAC OHtcj MJ
dfls s ydmikd), (lsOIMACOez@] fnd dzO ddaBnatjoded v
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SRC-IPi [ jlstsH, tsf)dats P O gtz By sy dzolice; (
DST-IP 7 [ jlstsH, sMdzes o ARzd® Htc j ffg®  dzOL dzO
(destination);

1 SRCDST-IPi [ jIstsH, sdzeso OdRZOR tc LIPS ddPls 5
(source), IsSOCIP@EH dzZO0Mmj dzO Wdd=Dingtjoakd W

[ 2% HEsB Qo dzj ded W  cAPplykd lgid dEvdst i) . k2

[ dz2"  EHOd ddy funkigseE g j 20 ] & d L Delts j
(uOdkdls! ) .

11.3.7.2 Port > Port Trunking > Trunk Configuration (s sdz¥ e ztcedtetso O
trunkds 9

10 HOddzs?2 MlsteOdzed yy Gioj HMNIsOo dzj dz dzC
trunk f tstelsis’e . d3ts YHjEBjO o AT pas L H O dBdakE ez o © .

“ PORT PoE VLAR LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS
° Basic Configuration PORT-=Port Trunking-=Trunk Configuration
. .
I SRS Trunking Configuration
= Storm Control frrunk Group created | v
= Port Rate Member Port I v
© Protected Port Refresh Apply Delete Help

= Port Mirror

Member Port

2 Trunk Group
= Trunk Configuration
# Trunk Information

2 DDM Information

YIstsB ' HtsB O9 dIs'o ' sftdQadsdzimioc oz f §f Iz 9" B
sslse jlsMlsezs h d2 fstels dqL MfdMeO.

1 sfdzj o € dz¥ J dzdriink-of usictisgSts dsdApRly ( f 6 d dzv Is
[ dzw EHOdzj dzdw fstelsO dL Gz g or Bjtedl
dzO >y c3Pklgte ( ZH O Yzd Is !
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11.3.7.3 Port > Port Trunking > Trunk Information (R dz¥ ts tc Q3O d W
Trunkd ¥

10 HOdds?2 MHEEBOdaEjty j 2 MO dORsHdISf
d dz¥ 5t 5O yuflec sz § § OF -z o GhpldsdpER 017

R dz¥ s tc ROy P H Sls Oo dzj dzO Is 5 dz'dC stshy geds 1 I
5B dzts o dzj dzO REframh | B dse s ) .

PORT PoE YLAR LAYER 3 | SECURITY DHCP MULTICAST RING ADYANCED TOOLS

* Basic Configuration PORT-:Port Trunking-=Trunk Information

Port Statistics | Trunk Information |

= Storm Control | ‘

= Port Rate Refresh help
= Protected Port
= Port Mirror

Port Trunking

aTrunk Group

2 Trunk Configuration

aTrunk Information

= DDM Information

11.3.8 Port > DDM Information (st dzls tc tHfd® tc © d3j ISEP=pS H Iz dzj 2

10 182 MbttOddyd fHtoj HMMlsOo dzj d&zO ddeW
OB SBEFP dsHEzdzj?2 C0O0¢ dOftwyjddy §dlsoOdedv
fMdsd " d dzdvw d dsh desfmlis! oL j 0, Ftose j dz ]
f OtcOd3] It L o tsczv 8 Is sftcjHjdzdls! fMtsmis sw dzd ,
RMisdz Lkjd3" j SFP dBsHbEkzdzd Htsdyd Y SHH, toy

PORT PoE YLAR LAYER 3 | SECURITY DHCP MULTICAST RING. ADVANCED TO0LS

* Basic Configuration PORT->DDM Information

Port Statistics DDM Information

@ Storm Control
- Port Rate Refresh Help
o Protected Port
= Port Mirror
Port Trunking
= Trunk Group
= Trunk Configuration

= Trunk Information

@ DDM Information
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11.4VLAN (| Ofnls tc &2 AND

11.4.1 VLAN > VLAN Configuration (| O fls tc VL AND

PORT PoE VLA LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS

\ Configuration WLAN->VLAN Configuration

VLAN |
= Trunk Port [vian I (2-4094), format: 2-4 or 3,5,7 ]
= Hybrid Port

Refiesh| [ Apply Delete Al Help

[U] untagged member of VLAN; [T] tagged member of VLAN
[ van ] Member | operation |

T =

1 OH OdzddiplRtc O BB dzls j W §f B N@MIsOo dzj dzO o 51
ML H OVR4N, 0O fGEMHiMIs Oo dzj dzO d dpists e QEaga ' o
VLAN.

[ dzvw ML H O dAAN HEs@ysRdD o jfils WIAN D ( sIs 2+
40094, LdzDyj®BdejL jteo dictso Odaty dzy d fifflstg Hatigse2j) te | |
ML HOUANAZO Y d3d Isj Applyt ) Stda] dzv s+ ) .

[ dzw ZHOdzj dzd v ML Vio\kdfsRIs cts ® tzd s MV 9
dzzy dzzs L O dMm! dL M d M<¢ O Defete @deOfzd O Ols +
gL MfdmMeO IsOCyJ BlzHJj BLANZ & OdejQ@D) L § € &6 @
dMmisj Bs2) .

I MdmEES OL Odg'ilmtsL HOdMRAN d § Sy Omls dzd ¢
(members) C O VLBN Bort member ( ff S teilsE yOMmis MAN)JRBs 6 2 1s
9 Cdzg yOls: 9 fmiBw co¢ Is J G- dtaptenl)O Bz | ddf ts
Is j ¢ d tcts 9 Odatzagged).
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11.4.2 VLAN > Access port (s tsdz?¥ d ¢ Iz teMoapedsf S tc IS A #AN)

“ PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED T00LS
2 VLAN Configuration VLAN->Access Port
Port
- K 1 2 5 7 9 1113 15 17 19 21 23 25 27
Unis (=i port (afaalalaiaisoelseisgsgs]
© Hybrid Port 2 4 6 8 10 12 14 16 18 20 22 24 26 28
aafalaaal e aelelolapsls]

VLAN

Refresh Apply Help

10 HOdzdzsRIstcOdzdWEB ddzlsj oW j A fis@ H Mis Oo dzj
oL i3ty desisd 5 ¢ tébefsiitgafldddoo Qudedfs VL AN

lrBjtedly s, tliiksdes jet dzO HJOG
LOjd@3 ECOFEANH Odzdz 2 § Stels BEHJjIs §ted dzOH &

t Yy dagcess { sHicOL Zd3j 9 O] Is, Ylsts fs&BC B
untagged ( dzj Isj cdttte Odzis] ugpps f stols Bsy jIs slsd
stsdz' €5 € VLAM. dzts dB3kz

1 O di3dApply ( § tod dz¥ Isgls)sB " L Od j toh dls! dzOMmist

11.4.3 VLAN > Trunk port (s ts dz¥f d ¢ Iz ETemkit s te Is ¥ AN)

10 HOddzsRIstcOdzdWEB ddzlsj oW j A fis@ H Mis Oo dzj
oL i3y desmisd 5 Codinffkicldtcds o ddzg v VL AN

t i dialgnk f sHtcOL 2d3j 9 OJ Is, ylsts  stadgged 2 H
(s ¢ d tctsodO dfdig RArOH dzj ¥ Ols VLAN! B te O dzdzts 2

] toj Y drdgk f stels sy jls Glsdsdls! MYAN €
SHdztso toj d3d dzdzfs.

1 O &3dApply ( f ted dg¥ Iskls)sB " L O9 jteh dls’ dzOfist
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RING ADVANCED TOOLS

m PORT PoE YLAN LAYER 3 SECURITY DHCE MULTICAST

7 VLAN Configuration VLAN-=Trunk Port
= Access Port
a Trunk Port 1 3 5 7 911131517 19 21 23 25 27
: Port o000 O0n
= Hybrid Port 2 4 6 8 1012 14 16 18 20 22 24 26 28
=B BoQ-R-R-oNoR-RoPogoRlala]
Default VLAN :
tagged VLAN 1
[ )]
Refresh! Apply Help

11.4.4 VLAN > Hybrid port (s s dz¥ d ¢ z teHybyid ¥ s tc Is WLAN)

10 152 MisteOdzd yJ ftoj Hinls Oo dzj dz'
CtodeW d ¢ zto d igbaddsfesls so Hdzv VL AN

t i dHgbrid f sHcOL 2d3j 9 Oj s,Byl  s&GPUJ
untagged ( dzj s @dpdg's? ) d BLkHjls f tod dz@hAd] ¥ Ols!

Il tjydyBidf stcls sy jIs Slsdtsihdls VAN, Istsdz ¢
1 O 3dApply ( f tod dg¥ Isyls)tsB " L Qo jteh dls! dzOMmistets?2 €

PORT PoE VLAR LAYER 3 SECURITY DHCE MULTICAST RING ADVANCED TOOLS
o VLAN Configuration WLAN-Hybrid Port
= Access Port
o 1 3 5 7 9 1113 15 17 16 21 23 25 27
LS port Baaaa00 00000 L A
@ Hybrid Port 2 4 6 8 10 12 14 156 18 20 22 24 26 28
S afaalafafafafsQalafalalalal
Default VLAN !
Tagged VLAN 1
(L am
untagged VLAN 1
(= am
Refresh Apply Help
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Porti | r Bstc (1O 5@ OCtcOBB] §sklstss ¢ tsdEdBk
Default VLAN ( HtsB O9 d Is! VLARY & d3ts dzyOded ¥ ) ;

Tagged VLAN(H sB Qo dIs! ftstels € OC Isjcdtctsa Oda
Untagged VLAN ( HisB Qo dIs! {f tstels COC dzgj Isj @ dte

= -4 -4 -

11.5SECURITY (1 Oflstes2 ¢ d B j) 5§ Offdas
11.5.1 SECURITY > MAC (| Ofls tc SMAC@®H t6 j s o

11.5.1.1 SECURITY > MAC > MAC Bind (f ©fls tc f2t&d®» v MACGH
OHtej fPtso

[ OdzdzOW M IVEBdEdflas@ oW H M@ sMisOo dzv jIs o 51
ftcdo "WMACPH tcj MO CMAL Addisds) ( d HANIVLAN ID).

Iy dLd&gjdef dedv 2O MisteOdedyj  YApplylse j
(Ytweddgwis! ). [ Mmdzd ¢ tedow L Cdan fdigds BLaARHINplRES diztsy
(VHOdzdIs! ) Selegt dils{ &£rOB t Ols ! ofmj) HoLotsddls
ftedowL Cd, dOMlstesj dedz’" §j tOdzj J .

m PORT PoE VLA LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS
» MAC SECURITY->MAC->MAC Bind
2 MAC Bind Port
8 MAC auto Bind
132 5 7 0 11 13 15 17 10 21 23 25 27
= MAC Filter afafal ool galals]
2 4 6 8 10 12 14 16 18 20 22 24 26 28
" ACL aafalagafaagaRagaagalals]
 AAA
Bind Infomation
> Safe Management MAC Address | (Format: HHHH.HHHH.HHHH)
LAN 1D | (1-4004)

Refresh Apply Delete Help

List MAC bindings on the selected port
Select All MAC Address VLAN 1D
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11.5.1.2 SECURITY > MAC > MAC Auto Bind ( ¢ 8 sts 8Os d yj S Ow
MACOH e ftse )

10 HOdzdzts?2 MEBCQdef W dOFGEH W Isw Mo jH
QolstsBOduUi MEWACHPctdpMES jC fstclsOdz. 1 s5C0OL
ftcdo "MACOHtej s ¢ MACKtSdSAsds ' (j B dzd L Odzj fj
MACOHtej ffse ¢ sdBdikzls OISWEBNDS Is dztOn WshOE dgfigw €C L Is
1 B jIsi oadez@Yyifficdfivd Ctsdzo j telsdtetse O
f sfmlssw dzdzz s statiedinding)S 2 (

“ PORT PoE YLAN LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS

» MAC SECURITY->>MAC->MAC Aute Bind

2 MAC Bind Port

G
o
i
I
2

5 7
oo

13 9 23 25 27
8 MAC Filter a0 a - agafagagalgal
2 4 6 8 10 12 14 16 18 20 22 24 26 28
> ACL (sl afafafafalalafalalalafala]

P ABA

* Safe Management List MAC table learned from the selected port

Select All MAC Address VLAN ID

Refresh Apply Help

) sfdzj SCsdyOdd® tjHOCIdEss OdadApply dzO:
(ftogdzvIs' ) Seleg i€ oI B cOls! oMj) (Lo fEO] Ik
LOY dfmd.

11.5.1.3 SECURITY > MAC > MAC Address Filter | Ofls tc 2dSd® s tc O
MACOH tej fits o

10fMstes2¢d dzO@ {lks2 MswOddyj §sLosdv
MAC OHtj s Hdd&v § tstcM&D OH g Q] ot sdz L L
PNBHO o MACEHKSY MBAAN DMy sd L 2j smw Hdw |
MACOHtej MO Mislse MANIse s h j 2

[ dzv Istsets ybtser dL d3j dzj dzedw o fils Applydzd
(fteddev s’ ) , i mdzd L Oofdfm! dzj 5B n SH dRRIBte Iz H
(VHOd]Is! ) Seled dif o B tcOls 4 b HE Y j s o MicOO
LOf dmd.
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PoE

YLAN LAYER 3 SECURITY

DHCP MULTICAST RING ADVANCED TOOLS
» MAC SECURITY->>MAC->MAC Filter
2 MAC Bind Port
o MAC auto Bind
1 3 5 7 9 11131517 19 21 23 25 27
8 MAC Filter [N RsRaRaR g lalalagagal
2 4 6 8 10 12 14 16 18 20 22 24 26 28
" ACL OO0 aoan
» ARA
Filter Information
» Safe Management MAC Address | (Format: HHHH.HHHH.HHHH)
LAN ID | (1-4004)
Refresh Apply Delete Help
List MAC filtered on the selected port
Select All MAC Address VLAN ID

1152 SECURITY >ACL | Ofistets2 S d ftOoddz d MIYMS o

11.5.2.1 SECURITY > ACL > ACL Based Source IP (1 Ofls tc SACE O

f tc Oo fjtfits d3ts " 1P

PoE

YLAN LAYER 3 SECURITY

DHCP MULTICAST RING ADVANCED TOOLS
» MAC SECURITY->ACL->ACL Based Source IP
- ACL Based Source [P
ACL Based Source 1P [ACL Group ID £ [Fitter [deny +
02 Eeemd el [Source IP Address | |Suurce Wildcard
ased Ext
|sttention: Wildcard should be the format such as 0.0.0.255.

2 ACL Based MAC IP
9 ACL Based MAC ARP

“ACL Group

Refresh

Apply

Delete

Help

Select All ACL Group ID Filter

Source IP Address

Source Wildcard

? ACL Resource
* AAA

> Safe Management

1 0 HOdzdzis?2 WyBBedodds{jytg® 4 2 MO dz®d)ts RIS v
(MfdmSd k¢ tc0o dzj Hizffy s Grderikzly desiP. clekdztfr so O
B@BEYJls L OHOI! MOARE stz zdzsdss c@e3d d dzd- 13
1999) i f tcOo d dzORREH te jdffse . wlsOdzH Otclsdz" |  cOo
f4tcd dzOf tcOo dzj dzdR{ Q@Chrldsiedzr

1 sdzl L s9 Olsj dz B Jls dOMisteOd alBH te jff fits (
Hitsdzy j dz BOLIOdz A dBEBOME 52, ftcOo ddzts sy Is
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OHtej Misigdzd e O o d dztsIP © OEHEEUs MK d O 192. IS/HD -
192.168.0.255, dzOf tc d d§Pacl68.0.1, Ists LIsts Mslse j IsMis ¢
0.0.0.255. s O H tf jo O 9o dhdrdsdzy dgtis H j to O O BY I tdz! Iste:Oy d
LOf toj Eepipd dzgf OL toj N(adfdsy).

1 sdz L tso Olsj dz By 4 ls MtsL HO9 Ols! ftcOo

ftcOo d dzO QolssdiBOIsdyd M< d LOHOJ smw . 1 tod
sMlsOdz: dz' | fteOoddzO dai dL d3j dgv e Isfpw. [ dzw
dmMf sdz L 22 IsjSele@tdabi{ @ Bst6© o MmJ ) , O L Oekte d3

(2H Odz@lsas)f ApPly (f ted dvilsg MY sdzt L Zj Isfqw  Hdzw
ZOMmistetsj € .

11.5.2.2 SECURITY > ACL > ACL Based Extended IP (1 Ofls tc SACE O
ff tc O o fjtflds d3ts h ‘Extended IP)

“ PORT PoE YLAN LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS

» MAC SECURITY->ACL->ACL Based Extended 1P

L ACL Based Extended IP
= ACL Based Source [P [AcL Group 1P 100 v Filter deny v
Source 1P Source wildcard

xtended IP

Destination IP Destination Wildcard

8 ACL Based MAC IP
Protocol Type v ISource Port

2 ACL Based MAC ARP

Destination Port. - [TCP Flag fin ' syn

[attention: wildcard should be the format such as 0.0.0.255.

* AAA Refresh| | Apply Delele Help

[ au] sroup o ]Fitter] source 1p] source wildcard [ Destination 1P | Destination wildcard [ protocol Type | Source port | Destination port [ Tcp Flag|

1 O HOdds?2 WEBEQEs(UeHY J 2 MO {§ tog B Md©y dxs
Hdzv ML AQQdideOesddz M tOMmh dtoj dzde’ IBPH M
1 sdz L so@Bisy ¢vls B tc GAS'BACLG z f(ftf o H j TRBOIVI d dzd
2000-2699)d ML HOIs! dzj MStsdzr ¢ s ftcOoddz HAzv Gt

[ dzZfytsL H OfiAd ® o dildr) dzts B o Bjsls o j sMmishdzPd J
OHte BPY  tcts HA&MPSIEP, UDP,d BB, dfnrsHwh d2 ftstcl
dzOL dzO Y tedzy € 5 H dzv  TAPEWBM), f dadPdlag.

ltedntsL H Ol @ g d zm SH ROH t6 ] dOH tc | dg@L dzO y J da
HEBdz) dzf M H ] toxCsh OO H ls O8 dixjzaigOts if dstd
[ mdzd ftcOoddzs IPCOM@QY B HdOFf AWKEERO.0 -
192.168.0.255, dzOf tod d3PAl68.0.1, Ists st Mistslse jlshlse
0.0.0.255. s O H tf Jc O 9 dhdidsdzy dgtis H | o OB OB lIfdz! Istc:Oyd
L Of to] Wehipd dztf OL to | N(adfds).
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1 sdz L tso Olsj dz By s MtsL HO9 Ols! ftcOo

feOo dzO OobtskOldyuimSd LOHOjMY. 1 itd
ssOd d §| §©OoddzO dzj L dgjdgws smw. | dzw
dMysd LE2IsSele@das{ @ BtOl! ofj), CDelaedls j

(kHOdEre) Apply (§ e Vil M sd L Ej sy Hdv §&
ZOMlsEs ] C .

11.5.2.3 SECURITY > ACL > ACL Based MACIP (| Ofls e SCLY & O o d dz
s dsts MAG)

1 © HOdzdzts?2 TWEBcdiAd yigW Jf @ Mis Oo dzj dzr dzC
ACL fteQoddz H v IP ©mlst ftse e v MADZz@zA R4 ) A3
1tcOoddzO dBselkzls B ls! ML HOMP OHEOj it datshfygn t
MACOHte] MO, IPOIS®§ P dzO L5dEonsy myddsste Eds d3 AGL
Clezd §ftcj H) GO OL WO, © IsOC Y | fMtsL H Ols
dzi M sdz! €5 fteOoaddz Hdzw Gtz fr .

lteditsL H Ofdte/ @oMARZ OH tc ff Iy ls t5 Y, dB A HOG §f My Is 5y dzd & C
IP OH tc dfpL dzO yy sgzdey dzr BN Is! 9 BB H.dptEY toH] (iFRdEYO L t
HJ Of OLIRSEz0tc | 8R668.0.0 - 192.168.0.255, IP OHtejff diBtsy j Is
192.168.0.1 ( &3O iPD.O.255) . vOCYj Hdzw MBLHOddZ -~
ZigOdets o dzj dzfilfgrs Glswz(fifs GL toj ff dztfeny)( L Of ted Isd s+ )

ltedimtsL HOdzdeP o quiave tclz f tfrtc O o qOZzIs 5 BZOIs d W J
ftcdmo Odo Oj sfgs ¢ de®@ B p tfedatO dzv jda sz f tMils Odz! dzr
f o d dzO sMisOs Ismw , WA dfy 34 ddda] g 4 BO Q9 ls
fosdL oftpmiteflisd tets0 € & tc Qlotgdizi B & tkHz diadfigOmizddi) 4
ClolztftetO g tfjdzy H B § B tc Bls(® M4, H Odzj j Delid® § ©D®dzd.Is+ )
1 mJ dzoMmistets?2 € d dz0 H Odzdzts 2 Mmls te O dzd \pply {f t5 |
(fteddaw s ) .

“ PORT PoE VLAR LAYER 3 SECURITY DHCP MULTICAST RING. ADVANCED TOOLS
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11.5.2.4 SECURITY > ACL > ACL Based MAC ARP (| Ofyls tc SACE O
feOoddz f §HASSHAEERPY OC j o

“ PORT PoE VLAR LAYER 3 = SECURITY DHCP MULTICAST RING ADVAHCED TOOLS

> MAC SECURITY->ACL->ACL Based MAC ARP

> ACL ACL Based MAC ARP

= ACL Based Source [P [AcL Group 1D 00 v [Filter deny
Sender MAC [Sender MAC Wildcard

8 ACL Based Extended IP

sender 1P [sender 1p wildcard
“ACL Based MAC IP [Attention: 1P Wildcard should be 0.0.0.255 and such, and MAC Wildcard format should be HHHH.HHHH. HHHH

Refresh| [ Apply Delete Help
@ ACL Group

Al Group 1D [ Fiter | sender MAC Sender MAC Wildcard Sender 1P Sender IP Wildcard

= ACL Resource
> ABA

» Safe Management

1 OH OdzdaAgR tc O AYRBjd dzls j oW Jf L@ Mis O dzj dz’ dzC
ACL{ tcO9 d ZARP'OC jIstsea ) MAEB®REMN'j Mo . 1 t.c0a d
B' Is! fMtsL H Odz" dBO O HiEddEs™®» | Bis i teldACH ©H tY fn O
slsf teOo dlIsj dzACL Gtazdf fifts X dats B tc @lYf'te j H j HzPO Y OL S5
1100-1199.

ltedimtsL HOddedPo qVlxC OHte jhisf tcOo d WPj] @™ tc j
slsf cOo dilssjidapdz” B ' Is! 98 H (O tcH dQEEMOILOYdE)L & &
IP OH toj f§¥R668.0.0 - 192.168.0.255, IP OH tcj I d3tsy J92.168.0.1s
( BOMPPO.255) . v Oy} HAY MLHOddd = fteOs ddz
fls O Isfiter): afow ( e OL toj o defeny)( L Of tej. Isd s )

1 teditsL H Odzded o dJrlave oz f ffric O o q@zzls s BOIs d W J
ftedmo Odo O Is fg's ¢ He®B®B®Pp tzdatd dzv jdla by z ff 5 Mis O dz’ de'
fOo ddzO  ®fls @f t id3j daezd dzjf | fmd misj B3O Ools
ftesdLotsHdl Mtstels d tets 9.9 ke diffj tidsBondim degit@tistii 4§ j
CGtolzffticOg fifdzi HI2 S B tc @ls(® )i, H Odzj j Deltt® 4 ®Bdzd.Is* )
1 mJ dZzOMmistets?2 ¢ d dzO H Odzdzats 2 s tc © dzd Y\pply {f ts |
(fteddaw s ) .

11.5.2.5 SECURITY > ACL > ACL Group (1 ©fMls tc s2EFAAGL)

10 {2 fEB@dasyjcl j BHOM 0o dzj dzr ACEO s
feOodd HdY Wdd keoydd §0Sjlkse, §dzyo
orBjtedPBljctezyfz dr My dmSAPply=t. dzOdptd lzH O dz
o' BjLABFLEffE dL MfdmS O HseReExEdds §
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ﬁ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

* MAC SECURITY->ACL->ACL Group
P ACL Port ACL Group configured Operation ACL Group applied
B ACL Based Source IP ]
©ACL Based Extended IP 2
3
©ACL Based MAC 1P 4
5
B ACL Based MAC ARP 5
LG 7
ACL Group :
9 ACL Resource ?0 Apply =
> AAA 11 <= Delete
12
> Safe Management 13 Refresn
14
15 Help
16
17
18
19
20

11.5.2.6 SECURITY > ACL > ACL Resource (] OB tsitg 2 Mis e z sACL] =
f cOo)d dz

ﬁ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
» MAC SECURITY->ACL->ACL Resource

> ACL | ACL Resource |

9 ACL Based Source IP | |

2 ACL Based Extended 1P Refresh Help

9 ACL Based MAC IP
9 ACL Based MAC ARP
2 ACL Group
@ ACL Resource

AAA

© Safe Management

1 0O HOdzdzts?2 MlstcOdzd yj tsls tsBote AsyjjSdi dH2j 2diy
CodeW de 2Dt E®a d dz

RAV St 3Oy Y § to jlsHshylis Gosz) v idg § delgfs™y § Is
dL d3j dzj de@¥ tsBdzso dzj ded ™ daWb Ste 30y d d Reffefgiyf ts dz
(B detsoddg™ ) or L tso O M tc ©oiCdf stz te QL Hs jflitklz € dz
f 5B
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1153 SECURITY >AAA (0o ssted L Oydw, Okljddsd¥dgsoyd

11.5.3.1 SECURITY > AAA > AAA Global Configuration ( 1 Ofilstets?2 € ©
fOOd3j Istecso OolsstedL Oydd -gAADEISj dzZlsdW d & Oyd

@ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

> MAC SECURITY->AAA-=AAA Global Configuration

» ACL AsA Global Configuration

b AAA 802.1x disable

Reauthentication disable

9 AAA Global Config
: Reauthentication Period 3600

 AAA Port Config RADIUS Server [P 0.0.0.0
|lternative RADIUS Server IP 0.0.0.0
iShare Key
[Accounting Status enable

o AAA User Info

> Safe Management

Refresh Apply Help

10 {Its?2 MWEDdgEE] Y j2MO0 ftojHMisOs dzj
mMdMmisj &3 Okljdsd¥de¢Ooydd d OelstdL@®ydd d
T 8021x i o Cdzt yOJjlIs/ o' DisablajEdgble) (f toed d3j dzj
OkljdlsdW¥dSOydd d OelststedL Oydd s MM

1 Reauthentication T o C dzt yOJ Is/ o1 CDRizablpEpakle) (
ftso lststcdzlz OklsjdasdWdeoOyds . 1 s 4
1 Cdzs yg ded § H O dzdzts 2 WikzdC ydd fyH J§ dzC
fsdz L so Olsjdzj 2 ws8dzj jdztsdzQigjjLddd ydlsj dz
Milsjoat?2 IttOWdS,;

1 Reauthentication period i L OH Oj Isfw o tcj dgw 9 fn
fsoltstedzs? ObklsjdadsdWdsOydd. ¢ Clilsdo dz
W Iz dzC WReatfithentication, L dz2Oyj dzdj 3600 Mmj & (¢

1 RADIUS Server IP T IP OH tc N tco JRBOUS, Hisdzy j dz BT
EfMlsOdztso dzj dz H 2Okt A, H€0ydd
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1 Alternative RADIUS Server IP 7 IP OH tc jGifiz! Isj tedzOIsd o
flj tco jJROOIUS, Hisdzy j dz BT s EMmilsOdzats o dzj dz
Oklsj dzlsdW¥WdSOydd;

1 Share Key i f Otc silzelzvf tetsyJ H&IIS | dzls d W difi Q widzed
CRBzlsOldsigfsge | t(RBDYIS. 1 © CBRBBEZISOIBIEG,
flj co j RADIUS Hisdzy jdz BT Is! ftesf dmMOdz ¢t
f Otets, dz!

1 Accounting Status T o € dz/ off t§ ddz d3ts dza  © dzd ¥

1 sfydzj odzj M ded™ dL o3 dzj dzd2 o ApPlfsticts dls '

11.5.3.2 SECURITY > AAA > AAA Port Configuration (| ©fls tc GAARA O
Hdz¥ stclg)tse

4 fodish & 1 lsts WEBsHEQdEfiyi' 2 MO ftsdz L 5o G
gL d3d dad Is ¢ teiyddz twOBIsT f stels® H dzw tc OB C
Oklsjdsd¥dcoydd §sxmsOdkHOLsE 802. 1

m BOEL 5O ATVH TYAEF 3 2ECAKILE DHCH MATIICY2L ¥IHe YDAVHCED 10012

» MAC SECURITY->AAA->AAA Port Configuration

ARA Port Configuration

> ARA Selected Port(s)
Port Mode Force-UnAuthorized ¥

iSupport Host Num 256 (1-256)

Refresh| | Apply Help

» safe Select All port port Mode Support Host Num
NA 256
NA 256
NA 256

NA 256
NA 256

NA 256
9 NA 256

11 NA 256
12 NA 256

14 NA 256

SOYH Bl diBsy jIs tcOBBISOIS! 9o 45 iy ddBOA:
T NAState( f 5 ERsdzyOdzd® ) ;
1 Autostate( O ssd&3OIsduj MEd) ;
i Force-authorized ( f tcd dzz H d Isj dz' dzOW%W OolststedL OydV
1

Force-unauthorized ( f cd dzgz H dIsj dz' dgr 2 tlsC OL sls
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[z &0 (ol bejekjlksmy or f dzdgw
flsOdzH Otelsk dzBORE &H d &5t o ' fls Qataf State. 16 i
btejelzjlsMmw Hj ko' Ok J¥ElOLHe ¢ @]
o MsOodl: Nmjyd@sOd dr j 2 tjyxddkO tejHS
flsOdzv Otelsdzr 7 MdkEOYdwrR. § OSfd dSDppordeest L
Numi 256.

11.5.3.3 SECURITY > AAA > AAA User Information ([ B " Ow d dzW tstc d30-
sBts ofmjn fWBBA)JMMOR

| OH Odzdzts 2 fijls WEBdZf{dgls | ol J 2@ fMlsOo dzj dzr s
s ofjn fusyjmMnos Oklkjdsd¥dcoydd oo
RAzZW StedBOYdY ftoj HsMisOo dzj dz® tesHzj BB H iy &b
C dzts f Refrésh ( 5B dztso s+ ) .

“ PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

MAC SECURITY->AAA->AAA User Information

[ "AAR User nformation |

AnA | user name MAC Address Authentication state Authenticator state Back-End state Reauthentication state |

= AAA Global Config Refresh Help

© AAA Pert Config

Safe Management

11.5.4 SECURITY > Safe Management (U f tc @9 dzj dzad j dzOfilstets2 € (
BjLBY OmMHetslis d

10 {52 MistcOdzd yj o P i@ty dzrf 5
FftcOodzj dzgdw € tsd3Zd3lz Is O IsTslieets tgebMSNYIRS dgB h 19 dz¥ Yy j
ddzd ©ls¢dz® AClzEpelz B, 1§ POG G jdgf@d3d, HEMls
ntsMisOd

Telnet, Web, SNMP fj tco dfmr slsCter IstT ¥ &CL 2d3
Wddz beOydw lsCdzs yj d&zd, oMmj ~tmisr dd3jt¥ls
1 ted dzj 5B~ tsHd di3sMisd OHdBd dzd MistcOls stz 1]
sHBBtdls! ddzd tectwOdduydls? Ashbdf fHitks B
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v OS Y J OH BB dzd Mistc Ols s to 5B &zZOH O Is 9 SL (
HemMiskzy ~rtmiskz € GHdskz dJdd dj mSsd ¢dd
oL sy dAEY N dz' steOyd (d . rdzv  tj OdzdL Oydd
M smtss Zf tcOo dzj dzd w d or BtOIACL d&afilf z ML
HJOJ OLB&O( 1) BPYHEgdptse ) .

I MmMazEy0oj JMmdzd OH di3d dzd fls tc O/EbitadzOz tfHCDHANE
MisteOdzed y4 d3j dg# ), Hwkzedj ftsd LtsoOlsjdzd Bl
fsHCdzt yj dzedv §fs5dzOHBBdIsMY folststedOw Oolt

ﬁ PORT PoE VLAN LATER 3 | SECURITY DHCP  MULTICAST = RING ADVANCED = TOOLS
»MAC SECURITY->Safe Management->Safe Management
FACL Safe Management
> AAA Server Type l
Management State | enable *

» Safe Management

° Safe Management Refresh Apply Help

11.6 MULTICAST (| Omls tc sMuRicpsty j 6 HOYd H O dzdz
11.6.1 MULTICAST > IGMP Snooping

11.6.1.1 MULTICAST > IGMP Snooping > Configuration | O fmls tc sIGMPJ
snooping)

ﬁ PORT PoE VLAR LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED TOOLS
# IGMP SNOOPING MULTICAST->IGMP SNOOPING->Configuration
® Configuration | IGMP SNOOPING Glabal Configuration |
3 Group Information [Global 1GMP SNOOPING disable ¥ |
IGMP SNOOPING VLAN Configuration
LAN ID VLAN1 v
LAN IGMP SNOOPING Disable v
Fast Leave Disable ¥
Fast Leave Timeout 300000 (=>=0ms)
Query Membership Timeout 300000 (60000-300000ms)
Group Membership Timeout 400000 (>=0ms)
Refresh Apply Help
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1 OH O dzdAis18 tc © dAYERjd dzls j ol » 2 O j 5§ dzs o dzef
9" € dz¢ y dHmable/Disable) ¥ &z dz¢ y d@®MP snooping (€ stetej € Is dz
Ste 6 Odzd matigagte ez f §f d ten@lfivépt L@ ¥ € O

} sfdzj odzj g dedv dL d3j dzj dzd?2 o dAPfstets:
(fteddagv s+ ) .

11.6.1.2 MULTICAST > IGMP Snooping > IGMP Snooping Group
Information (Rdz% Stc BOBdBEZY f OF, ML HOdzdzIGMP f 53
snooping)

Kool o 15 YLAN LAYER 3 | SECURITY DHCP MULTICAST RING ADYANCED T00LS

> IGMP SNOOPING MULTICAST-=IGMP SNOOPING->Group Information

© Configuration VLAN ID Address Port

Refresh Help

1 O HOdzdzts 2 IWER QfddelsyiiteW J 2 MO ftoj HMIsOo
ddW sted3Oydetclztstf IGMAP H dzw o WANO sor dz¥ ste 3Oy d
ftcj HsMIsOo dz§ 2O H s dziyls § dzd v . [ diz® > dig(Blsdgts o Czgz
Refresh ( ts B dids'e )

11.6.2 MULTICAST > Multicast Routing (f Oteh te Iz Is ¢ IM@Iticeist
ktOW J < O

11.6.2.1 MULTICAST > Multicast Routing > Multicast Routing
Configuration | Ofls tc =RE LD tclz Is d MO Istc OW J € ©

1 0 HOdzdzts?2 WEBsddis{juytgW j 2 MO or dBsy 4 Isg
o1 C dzs y Erisble/Digable) W Iz dzCMuyltfcast Routing ( d3Oteh telzlsd L C
multicast st OW d § &)ndzj o daj Mjdedw L d3j dzgj dzd?2 o
¢ dzts PPy ( §f tod dz¥ s ) .
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m PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED TOOLS

* IGMP SNOOPING MULTICAST->Multicast Routing-=Multicast Routing

Multicast Routing | Multicast Routing Configuration ‘

8 Multicast Routing [Multicast Routing Disable v ‘

® Multicast Routing Table [Refresh] [ Apply | [ Help |

IGMP Configuration

PIM-SM Configuration

11.6.2.2 MULTICAST > Multicast Routing > Multicast Routing Table
(v OB dzdd3PAc M oz Is d MOt Istc OW € O

10 HOdzdztsIstc Odzd WEB ddzlsj ol j A figQ H Mis O dzj
dd¥W sted3Oydw, MHjtey O OW Mmw o nislGcastis/taQY fEO@
RdW stedZOYqwis Geedejidz® Istsdz! S5 Hdzw  yls jladadf ¥k Isyj
C dzts tRefitesh ( s B diss'a )d

E PORT PoE VLAN LAYER 3  SECURITY DHCP MULTICAST RING ADVANCED TOOLS

IGMP SNOOPING MULTICAST-=>Multicast Routing->Multicast Routing Table

Multicast Routing Multicast Routing Table

S )
Multicast Routing TP Multicast Routing Table

[Flags: I - Immediate Stat, T - Timed Stat, F - Forwarder installed
Timers: Uptime/Stat Expiry
Interface State: Interface (TTL)

@ Multicast Routing Table

IGMP Configuration

PIM-SM Configuration 7Rieif;sih ‘ Heljpi

11.6.3 MULTICAST > IGMP ( 1 tc s Is 8GMPIz

11.6.3.1 MULTICAST > IGMP > IGMP Configuration  Oflstets?2 ¢ d
1 csls s CIGMRD

E PORT PoE VLAN LAYER 3 = SECURITY DHCE MULTICAST RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->IGMP Configuration->IGMP Configuration
Multicast Routing IGMP Configuration
IGMP Configuration interface
[IGMP Enable
T IGMP C
[[GMP Status
“ IGMP Interface lQuery Interval 125 (1-18000s)
5 1GMP Group [Query Max Response Time 10 (1-240s)
[Robustness Variable 2 (2-7)
PIM-SM Confi
lLast Member Query Interval 1 (1-25s)
lLast Member Query Count 2 (2-7)
fflgmp Version V3 v
Refresh Apply | | Help
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1 O HOdsdzts? WEBsPAHsjygY j 2 MO o' By § s

o € dzs yEhlble/Digable) tc OB slsz  f WBMPHE SEAOSS sdz 4§ 6O
Ctozffsos?2 (multicas)t) fijtiHOYJ?2 HOdzdz =

L Oflstes2Cd § SL o sday f tshy ddMPsjnEsfade’ VLAN,

otcj a3 defdelzlsjj tco Oz d Htekzedj YOO Ister

il

Interface ¥ 9 " Btste dL VAR, ME O slsstesdsz B zH j Is
tc O B HGMP;

IGMP Enable i o C/aiz C(emable/disable) f tc ts Is ts {GMEZO

IGMP Statusi fijls Olszf) tc OB 5ls IGMP;tetsls 5 ¢ t5 dzO

Query Interval T ddzlsj o Odz L OF &@sGndsfgj $() 1 1 dzO-
z d3ts dzy G decRe5 Mg € ;

Query Max Response Time i d3O0C Mmd d3O0dz' dzts j 9 tcj dgw
slso j SO dzO -204@fgEm . ( 1) dzOud dzdijl of s jzCa3ts d
Robustness Variable i L dzOyj @aopystness H dzwIGMP (2-7).

1 d2O Y § datf §i3ts fits O d2gf ©

Last Member Query Interval i ddzls j tco Odz L Of esMse s
EyomsdefMP @ elzdf{@-25fj €). 1 dOyjddd ifls &k
fnd ¢

Last Member Query Counti € sdzd yj Mlso s L Of etsMmiso
Zyoms@fR©elzy §-7) .( 2) d2Oyj dzdj (8 kd3tsdzyC
IGMP Versioni o j ed v  wlGMPsEdz@®j dzd j § & Tz @3
v3

1 sfydzj odaj Mj dad™ dL d3j dzj dzd 2 o ApPlf(stictis dfls !
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11.6.3.2 MULTICAST > IGMP > IGMP Interface ([ B " OW d dzg¥ ste 5Oy d W
fstelsOn M o ¢ MBMRY dedg'lsdg € ¥ dzts df3

PORT PoE VLA LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS

IGMP SNOOQPING MULTICAST-=IGMP Configuration->IGMP Interface

Multicast Routing | IGMP Interface Information |

1GMP Configuration |5 1P mulcicast-routing not enable

B IGMP Configuration Refresh Help

o IGMP Interface
“IGMP Group

PIM-SM Configuration

1 0 HOddst? © dzVER d dzls j oW jfAdnji fyls O o dzj dz0®
o SH dZOY d dz¥f ts teoiy ¥ § tStelsO R ) IGHMR tizts 15 5 tzbizts dats
R dz¥ fstc d3OytEjvH 5 )ls O dzj dzO s ts dzfre@dsonly) dfw  daj Is joigtach™
Brls! dL d3j dzgj dzO.

[ dzv B dztso dzj dzd W daPpiie ts ¢ O Redahi( Sz diss's )d

11.6.3.3 MULTICAST > IGMP > IGMP Group ([ B h Ow d dz¥ s tc dgE@d v
Gtk j

PORT PoE VLA LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED

TOOLS

IGMP SNOOPING MULTICAST-=IGMP Configuration->IGMP Group

Multicast Routing

IGMP Group Information |

1GMP Confiquration |t IP multicast-routing not enable

B [GMP Configuration Refresh Help
© IGMP Interface
“ IGMP Group

PIM-SM Configuration

1 0 HOdzdzs?2 WEBf@Hs(jUgW § 2 MO ftoj HMMIsOo dzj d
sctekzdf §J § tizeisadpls dzd € 59 d fiGMP de devlz ¢ B ff & O o dz,
multicast f j toJ H ORydEpWRts tc 3AIYafjWH s ils Oo dzj dzO Istsdf' Cdixj |
Bsyjls Brils! dL dzj dgj dzO.

[ dzv 5B dztsdz@ry dgd I8 ] Refbpshf(SsB dids'a)d
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11.6.4 MULTICAST > PIM-SM Configuration (! tc 5 ls ts PIl<&M)

11.6.4.1 MULTICAST > PIM-SM Configuration > PIM-SM Global
Configuration (f B " ddg0 i Is to f2teCtls ts CPHVEESM)

1 OH O dzdAts1® tc © dAfBERJd dzls j oW Jf BHO MIsOo dzj dzO 1O
LdzOyd dedw a&3d ff Otc O d3j IPitESM - e fisisS s AP H dzw ¢
Multicastlstc OW d € ©.

ﬁ PORT PoE YLAN LAYER 3  SECURITY DHCP MULTICAST RING ADVANCED TOOLS

IGMP SNOOPING MULTICAST->PIM-SM Configuration-=>Global Configuration

Multicast Routing PIM-SM Global Configuration

IGMP Configuration RP Address \
ICandidate RP none V|
PIM-SM C
[Candidate BSR none V|
@ Global Configuration P Interval 60 ‘(1_555355)
® Interface Configuration [SPT Switch Disable V|
@ Mroute Information Refresh| Apply Help

@ Interface Information
8 Neighbor Information
@ RP Information

“BSR Information

1 0fMbtes?2Cd fostdsdaflels o dzd EnabR/disable)ls -
¥ Iz dzS SPF Switch, Ols OC g 1j B t© OO Is Iz )

RP Address;
Candidate RP;
Candidate BSR;
JP Interval;

SPT Switch.
I sfydzy odej M dzedw dL 3 daj dzd?2 o ApPlin(ststs denfls *

= =4 a4 -4 -2
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11.6.4.2 MULTICAST > PIM-SM Configuration > Interface Configuration
(L OMmls tc SfRREL s 5 CPEVHSM H dzWLAN)

10 HOddzts? WyEReddEs gy j 2 O

L dzOyJ ded ™ &3q

VLAN.

ftoj HiplsOo dzj

f Otc O3] I tetsds 5 RBHEBIHSRYS do ' B te O dac

IGMP SNOOPING
Multicast Routing

IGMP Configuration
PIM-SM Configuration

3 Global Configuration

° Interface Configuration
8 Mroute Information

® Interface Information

® Neighbor Information
= RP Information

©BSR Information

YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

MULTICAST->PIM-5M Configuration-=Interface Configuration

PIM-SM Interface Configuration

Interface vlanl v

PIM-SM Enable Dicable v

Hello Interval 30 l(1-65535s)
Hello Holdtime 105 (1-655355)

DR Priority 1 (0-2147483647)

Refresh Apply Help

1 Oflstes?2 Cd fduidgjeddvisils fdzj HEY h K df Qi Be

ddzd o r ¢ dzEmgljelDisablé)

fls Qs I fiy

W Iz dzSSHTY Switch, Ols OC % ] B 5 Ols

Interfacei o " B WIAN ( f 5 [ d3ts dZh®Itled &

PIM-SM Enable - o € dz¥ ydls-

(Enable/Disable);

1 Hello Interval - o te j d3j dzdats 2
65535C);
1 Hello Holdtime - o tc j d3j dzdzts 2

fMtsse M j(WARHI35C);
1 DR Priority i § t d ts tc PR (D-B147483647).
1 smdzy odgj My dzdw dL d3d daj ded 2 o

d dzd  fots cLlshs PUEM

f dizlf joGHedyssB M j(Hzd W

dsdpls/ H@al dzr  ff thlelr U J

ApPln(ststs dedls *
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11.6.4.3 MULTICAST > PIM-SM Configuration > Mroute Information
(R dz¥ s tc d3OERIM-SM Mroute)

PORT PoE VLA LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->PIM-5M Configuration->Mroute Information
Multicast Routing PIM-SM Mroute Information

IGMP Configuration — i
PIM-SM Configuration .
3 Global Configuration

# Interface Configuration

@ Mroute Information

@ Interface Information

“ Neighbor Information

 RP Information

® BSR Information

1 OH Odzdzig B tc O deWER d dzls j oW jfAeij @ Mis O9 dzj dzO I
MsHj oy O O  d dziPEVieSNIOModite (Sttic Multicast Route).

R dz¥V 5tc 3CygfjwH sMis 0o dzj dzO Istsddf Cdgj HaAs Y julds .
dL d3j dzj dzO.

[ dzv ftsB detsdz@ry dgd I8 | Rebpshf(Sea dids'a)d

11.6.4.4 MULTICAST > PIM-SM Configuration > Interface Information
(RdzW tstc 3O U 1 tc ISIPPRE dzé y J dehvi-8M)

PORT PoE VLAR LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST-=PIM-5M Configuration-=Interface Information
Multicast Routing PIM-5M Interface Information

IGMP Configuration — i
PIM-5M Configuration .
o Global Configuration

“Interface Configuration

o Mroute Information

“ Interface Information

“ Neighbor Information

B RP Information

7 BSR Information

1 OH Odzdzi B tc O dZWER) d dzls | ol jfAfj® Mls Oo dzj dzO  k
fsHj oy Oh OW ( daWfesdals@R] “M  CPiirkSljf deds’lsds § & dzts o
RUZN StdBOYdY f§tojHishisOn dzj dz@ ez dz'ckiistsy j s
qL d3j dzj dzO.
[ 2" ©B desdzlny dgd s | Retpshi( Ssis diss'a )
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11.6.4.5 MULTICAST > PIM-SM Configuration > Neighbor Information
R Bt BOBHIMMtsMI B v A

PORT PoE YLAR LAYER 3 SECURITY DHCE MULTICAST RING ADYANCED TOOLS
J
IGMP SNOOPING MULTICAST->PIM-5M Configuration-=>Neighbor Information
Multicast Routing PIM-SM Neighbor Information

IGMP Configuration
Refresh Help

PIM-SM Configuration

3 Global Configuration

@ Interface Canfiguration
@ Mroute Information

® Interface Information
= Neighbor Information
® RP Information

©BSR Information

1 OH Odzdzig B tc O dZWER] d dzls j oW jfAcif® Mis Oo dzj dzO Is
MsHjtey O Ow JdtssB®RYIGsMsmMiHY e, EyOmksekze
ek §r dz@PIMsSydptisesjs s € s dzO .

R dz¥ stc 3 ygfjvH sis O dzj dzO@ Istsdzr €5 Hdzv yls,
dL d3j dzj dzO.

[ dzv tsB detsez@ry dgd I8 | Refilrsh( S diss'e )d

11.6.4.6 MULTICAST > PIM-SM Configuration > RP Information
(RdzW 8 BOYERPH dz¥ tc 5 ls 5 CREVESM)

m‘ PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->PIM-SM Configuration-=RP Information
(s R PIM-SM RP Information |
FTH Group-to-=F Ma
e [FT Group-to-=t Happings ]
PIM-SM Configuration Refresh Help

4 Global Configuration
8 Interface Configuration
@ Mroute Information

= Interface Information
2 Neighbor Information

9 RP Information

9 BSR Information

1 OH Odzdzfg B tc O dZWER} o dzls | oW jfAcij @ Mis Oo dzj dzO s
fitsH j oy Oh OV  d dzbstydsGydR P, LOHJj 2 MiIso 59 Odzdz
sfdso ] ftoslsBE O PI M

R dz¥V 5tc d3CygfjwH sMis 0o dzj dzO Istsddf Cdgj HaAsy julds .
gL d3j dzj dz0O.

[ dzv 5B dztsdz@ry dgd I8 | Refbipsh( s dids'a )d
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11.6.4.7 MULTICAST > PIM-SM Configuration > BSR Information
RdzW B5tc BOBEIRH dzf to ts Is 5 CPHVESM)

1 OH Odzdzflg B tc O dzW/EB] d dzls § oW B Mis Oo dzj dzO I
fMsHj oy O OW  ( di¥ethigiBER(BPGtStrap Router) d MY tsdz! L ks f
o Gtkzffj multicast tOMmMm &z¢Cd LuSOW d¢ O dzO

PORT PoE YLAN LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TO0LS
IGMP SNOOPING MULTICAST->PIM-SM Configuration->BSR Information
Multicast Routing PIM-SM BSR Information

IGMP Configuration — i
efresl el

PIM-5M Configuration .

a Global Configuration

“ Interface Configuration

8 Mroute Information

9 Interface Information

9 Neighbor Information

A RP Information

© BSR Information

R dzlf 5 tc BOfY(j"H 5 fls Oo dzj 2O kstsdz €5 Hdzw yls,
qL d3j dzj dzO.
[z B das ezl dgd &) Refipshf( Soia dis'e )d
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11.7RING (| Offste52C O OB s ls tsof tsCpctz' dyfj o
11.7.1 RING > MSTP (} tetsls ts MSTd®)

11.7.1.1 RING > MSTP > Global Configuration ({ fjdzts o ddzQifflstets2 € d
f tc 5 Is 5 CMSTED)

PORT PoE YLAN LAYER 3 = SECURITY DHCE MULTICAST RING ADVANCED TOOLS
» MSTP RING-=>MSTP-=Global Configuration
® Global Configuration Global Configuration
= Port Configuration MSTP disable ¥
T Priority 32768 (0-61440, must be an interger multiple of 4096)
Forward-Time 15 {4-30, meet 2*(Forward-Time - 1) >= Max-Age)
* EAPS Hello-Time 2 (1-10, meet 2*{Hello-Time + 1) <= Max-Age)
Max-Age 20 (6-40)
Max-Hops 20 {1-40)

Refresh Apply Help

10 HOddzs?2 WEBs®DUzfigyd j 2 MO (toj HMIsOo dzj o
ZOoMmlstets2 € d f MSTP G(Nultgde  Spanning  Tree  Protocol),
dmf sdzr L ¥ h jgtsmw Hdzv tOBtfsisT Csdizgzlz s Ols s e
ftocj Hslso 6ON j dadfiw C sdzdzdL ( 2

1 MSTP (Disable/Enable)i & € dz/ o C dz f SHH ] cMSTE, f totsls

1 Priority T &zOMstes?2 ¢ 0 fwodstedlsjiLOydd. v fists
ftodstedlsjlssd3 ftsHRBHWIS B Bdz hdis gt to
bridge)1 dzOuJ ded 4 f s 32682y O dzd

1 Forward Timei dzOfMilstes2 C O L OH jtey € d .f jitededy Jdak
f 5 kditsdiyDszdfyj ¢

1 Hello Timei dzOMmistets?2 ¢ © ( dzls j tc MET@Glelldsts @ ¢ Qls € &
1 2O dzd § 5 2P0 dad ¢
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T Max Age 1 oatcj 5w o Mg € Lsdary@ dlzd J Colstetsets
5YdHOJ s dd sted3Oydr ST (spapniay few)z oty 4 H
Uy LOfEMmisdls! ftesyj My .C 6 deidzbeulg ey
Z d3ts dzyOd2cpe fmJ ¢

T MaxHopsi Stsdzdyj mMsets f jtojatsHBE ( mnBPPEBO)
foCibte o R EaABUHEYY d2f @d2d; ¢

1 sfydzy o dzj M ded™ dL B daj ded 2 o ApPI(stets didls '

11.7.1.2 RING > MSTP > Port Configuration (| O fls tc s € ®Is 5 SMSTFO
Hdzv § Blclstse

ﬁ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
> MSTP RING->MSTP->Port Configuration
© Global Configuration Port Configuration
# Port Configuration Selected Port(s)
[Port Priori
> ERPS th
Path-Cost
* EAPS [Force-Version STP v
[Portfast disable v
Refresh Apply Help
All Item Port Priority Path-Cost Force-Version Portfast STP State
1 1 128 20000000 MSTP disable Discarding
2 2 128 20000000 MSTP disable Discarding
3 3 128 20000000 MSTP disable Discarding
4 4 128 20000000 MSTP disable Discarding
5 5 128 20000000 MSTP disable Discarding
6 6 128 20000000 MSTP disable Discarding
7 7 128 20000000 MSTP disable Discarding
8 8 128 20000000 MSTP disable Discarding
9 9 128 20000000 MSTP disable Discarding
10 10 128 20000000 MSTP disable Discarding
1 11 128 20000000 MSTP disable Discarding
12 12 128 20000000 MSTP disable Discarding

1 OH OdzdaigB tc © dAYERBjd dzls § oW Jf @ s O sa@jndztcs2 €
MSTP (Multiple Spanning Tree Protocol) H dzf tstels ts o

1 Selected Port(s)T o " B tftisto(lf ®tc Bsdew dzOMistcts?2 € d;

1 Port Priority T dzOfMistc t€BT Pted stedlsj Is O, L 2Oy J dzd .
stsdzt €5 CteOlsdz” d3 16 -294 OH d @ O L zlinj dz ysOitzd 06
Qo dzts 128;

1 PathCosti tsls T®200 000 000. Jitdzjd dedL Cd
Msslse j Is iptd @ d3ls
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1 ForceVersionilsdf dmisds Lkj d@isets §fteslstsC tsdzO

i Portfast (Enable/Disable) i o Cdz/ o7 € dz M Bdtads WHdsgw
9" BtocOdzdes e 5 t6Odzj § f tPoridadSt.i tskels ) tf f kst5 'L dzdf
MemMissw iz teBaAsd o fMtsfls tsw(itevgrd) § Jif O fj fIsc
3d dzzv s mis W dadedrning)s zdy J tiad t8 i) dzHistedhing® dzd v

1 sfdzj odzj Mj ded™ duL d3d daj ded?2 o ApPli(sthstisP dedls '
11.7.2 RING > ERPS (} 615 Is s ERPE)

11.7.2.1 RING > ERPS > ERPS Predefined Configuration
(} e Ho Ote(d Is daRMdz@ty AcCisAs 5 CERESY

Bl Pox VLAN | LAER3 | SECURITY | DNCP | MULTICAST | RING | ADVANCED | TOOLS
& MSTP RING->ERPS->ERPS Predefined Configuration
v E Erps Predefined Configuration
Status disable v
o ERPS Domain el rphowner node 7
o ERPS Ring Refresh Apply Help
9 ERPS Information
& EAPS
10 H O dzdzts 2 fls tc @ dzq Y j WE B q dzls § t
ftej Ho Otedlsj dz' dg § t@Bfiddte 52 C f osls 8¢ 5dz@
or MEC L YW iCIsdo dats2 Odz' Isj tedzOlsd o § ftets
o s fls Odzts o dzj Btz o5y Yz iz Oczdz' 2 Mjlsjots2 fteslsts
dMCdzs yj dedv tBEOLBO Oded™ S tsdzdzdL 2, f tc d

Stsfsdzsedd ¢ HCdz® yj dzedw.
i Status (Enable/Disable) i ERPS §f totsIs 4§ ®Walz Q;dz
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1 Node Type - 9 ' B Sidds dzdzts H ©Ots dz' (RBL owner node, RPL
neighbor node d dzdommon ring node).

1 sfydzy o dzj M ded™ dL B daj ded 2 o ApPI(stets didls '

11.7.2.2 RING > ERPS > ERPS Domain | Ofyls tc 2£d6) dzO tci@dzts Is r
f 65 Is s CERESY

10 HOddts?2 MlsteOdzdyj WEB ddalsj e j2mO
Hsdgj dz20, Ctlsster 2 sy jls Brils! ML HOd ddzd

m PORT PoE YLAN LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS

» MSTP RING-=ERPS->ERPS Domain
" ERPS ERPS Domain Configuration

o predefined [ERPS Domain 1

e Domain Status Mot Created

RPS Domain
Mode Role none-interconnection ¥
9 ERPS Ring
Refresh Apply Delete Help

o ERPS Information

» EAPS

1 ERPS Domain i 9" BEERPS Hisd3j dz@B ) ( 1 o BL d3tsy dats
(Create) d dzd tsIsDBlpteleERPS H (5 d3j dz;
Domain Status 1 f sSC OL " 9 Oj Is fls OISERRBS 1o t5 d jodR@zdzts G
Node Role i o ' B tstets dzdflzts H @interconnected d dzdnon-

interconnected).

1 sfydzj o dzj M ded™ duL d3i daj ded?2 o ApPI(sthetis dedls '
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11.7.2.3 RING > ERPS > ERPS Ring (| O M ls tc tERRSH dzW
Cdzr yj oats?

1 ©
MmMiljotcts

tcOB BsIsT 9
St sdzse d d

H O dzdzts 2 fiste Oded y J WE BH W {f figls | tod2Q fip i
i totsls s jssron sE R RS j fted € Bz dpj dzis

b sdscdd f SHLdgE s Olsdic O

» MSTP

> ERPS

2 ERPS Domain
© ERPS Ring

2 ERPS Information

> EAPS

= =4 =—a -2

PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED TOOLS
RING->ERPS->ERPS Ring
ERPS Ring Configuration

ERPS Ring 1 M
Ring Status ot Created
Domain M
Ring Mode M

ode Mode v
[Raps VLAN 0 |
[Traffic VLAN | format: 2,46
IRPL Port v
RL Port M
Revertive Behaviour revertive M
Hold-off Time 0 (<0-10000>, step 100, ms)
IGuard Time 500 (<10-2000>, step 10, ms)

TR Time 5 (<1-12>, min)

TB Time 5 (<1-10>, sec)
Raps-send Time 5 (<1-10>, sec)
ERPS Ring Enable disable v
[Forced Switch RPL Port v
[Forced Switch RL Port v

anual Switch Port o

Rrefrest Apply Delete Recover Help

ERPSring-o " B tBfRPS ¢ tsdz 432 )(,1
ddzd tsls 3pedeth)ERPSSC sdz! yts;
Ring Status -f sC OL T 9 Oj Is Tlis OSERRBS $ 5 dr'tcP@zdzts G ts
Domaini o ' B tHis B3P dz

Ring mode - o r B ttg » d $®dz! (pri@ary d dzgubring);

Node mode - o ' B tdds dzdpts H ©Ots dz# (REL owner node, RPL
neighbor node d dzdommon ring node);

Raps VLAN T VLAN ID, dZzO CBlstster 2
stcOWdS ERPS;
Traffic VLAN T VLAN ID,
d StdzdzdL d2;

o s5L &35y d@mate sL +

BkzHils fjtejH

CShdsjes R sH g dss L Oh dh Ols
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1 RPL Port - € sdz¥ d ¢ Iz, tis@Gylz]] 'REQ §f s tc lf @zgommon f stels O
ERPSC sdz' 4 O;

1 RL Porti §¢ sda¥ d G Iz, tdssyigfi vBAOY 1S te Isf @zcfommon ff stels O
ERPSC sdz! yO;

1 Restore Behavior - Cde¥ d ¢ 2z tc ORRPS Cdzr yo
o sfls OdzO o dzq o @] Btisjin ) § @zdzO o drefav@ablests jozd (
unrecoverable);

1 Hold-off Time i o tej d&3¥ EkH j ERPO &dwz' (Q-C0000 i3 j ¢
ftoj HMIsOdzetso dzj de@®tsj L dzOuJ dzd §

1 Guard Time T o tcj d3w L OFRES € sdz! (Ll@®2000 d3fmJ €,
ftoi HEMIsOdztso dzj dz@®AS)] L dzOUJ dzd J§

1 Wwtr Time 1T o tgj d3w L OH ptetfCidte J A dz# yJ ded v ¢
CodeW JeZEBRPSE s dzr yO ftod o tsfyfyls Odzats o(bzi dzd
2B ditej HEMisOdzso dzj dz®itsj L dzOyj dzd j

1 Witb Time - C sda¥ d ¢ Z ERPSMWs dz Yy O, whtdj-1BwhJ, ¢
ftojHEMisOdse dzj dze®sj L dzOyJ ded §

1 Raps-send time T o toj d3w ssftc0oCd § OC ERPSo 1
Cedz(OMj,fic] HEMisOdztse dzj dzdtsy L dzOyJ dzd §
ERPSring Enablei 8 € dz¢ y4J dzd j / 5 IERREE t§ jzlzd) O ;

Forced switch RPL porti §f tod dgH d Is j dz' dztsj o SE®PSY | dz
Cdzr yo;

1 Forced switch RL port T f ted dzeH dIs j dzt detsj o CEHRPIYJ dz

Cdzr yO;
Manual switch port -t z Y dzts § tsls € dzt \ERRBF js dif mt©ls O
Manual recovery i oz ydztsj o tsf)msOEsd fig HERPSI d
Codzr yo fted dzj o tsfmb@da@az) o @&jj dgedj ( d d
diisj uj ddv EkflOdsso WIRZMEBR 5 o to | d3j dzq
1 sfydzj odej i ded™ L 3jdejded?2 o daiplpbtEedzyls!
vyilssBr tBdzso dls! d dz¥ stc d30 Refrésh ([d20p dgg ds ¢ Is /S )dzts ff
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11.7.2.4 RING > ERPS > ERPS Information (Rdz¥ ts tc 3O 15 §RPS)

m PORT PoE VLA LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS
» MSTP RING->ERPS->ERPS Information
 ERPS ERPS Ring Select
= Predefined ERPS Ring 1 v
© ERPS Domain ERPS Ring Information
2 ERPS Ring
9 ERPS Information Refresh Help

* EAPS

1 O HOdzdzts 2 IZER Qodelsyj s J 2 MO  ftej HMIsOa ¢
dde stcd3Oy ERPS Btsdz! yO=R . [ dzv  fesmislsie® ddz
9" BteOIs! dzts 3ERPS ing. dz! y O

R dz¥f 5tc 53 YfjvH sMils 0o dzj dzO Istsdzr €5 Hdzv yls,
dL d3j dzj dz0O.

[ dzv 5B dztsdzlly dgd 8 | Reblpshf( Ssis diss'e )d

11.7.3 RING > EAPS (1 tctsls s EAPER)

11.7.3.1 RING > EAPS > EAPS Ring (1 Ofl
Ctsdz yjots?2 bsfsdscedd)

1 0 HOdzdzts?2 WEBc®dE( W § 2O o Hipls Oo dzj
ftetsls 5C SHARS (Ethernet  Automatic Protection Switching),
ftoj HdZOL dzOYj dzdzs e 5L Pupy € z@b Pz W slstc OV JEC O o
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EAPSRing IDT o r B a4 dzEAPS ring;

1 CreateStatus-f sCOL " 90jls or BteOdzdzr 2 MilsOlskzfy.

1 Mode i dzOfMlstes2C O oy ddBO tOBBIST EAR®B 51
HBd4 dzO;

1 PrimaryPorti o™ Btste § dzt yj o sEBPSf stcls©@ H dzw

1 SecondaryPorti o " Btstc 9 Ists toiff 5 daASEAPS; dzW

1 Control VLANT o " B t¥IaAN (2-4094) H dzEAPS;

1 Protected VLANs i 9" Btste tSHdsets ddzd dzgj M¢ tsdz!
VLAN & H s dijARE

1 Hello Time Interval T dzOMis e BAPS@ s 3 dzO@ Hdzw § j ted s
skftcOoCd HEMTHIStsSg OHO9 Of ditsj ) §z0 ty gzez®
Hisdzy dets BT s d3jdz M j yj Ggiltimej d3v Hts s

1 Fail Timei oatej 8" Hts dilsj yj ded ™ ERRSEHCEAR ] Higj 2
[ sdzy dzs BT Is! BHelz'Ting,, yj &

1 Extreme Interoperability (enable/disable) i o C/alx Cfglis o d3j M ls Ed3ts
extremezmilstes2 Mils o Odzd

1 Enablestatus-1 € dz¥ yJ dzd j / t5EARBRNG dzd |

1 sfpdzj odzj g dedw dL B4 dzj ded2 o Applin(stists dedls
Bl o~ PoE VLAN | LAYER 3 | SECURITY | DHCP | NULTICAST  RING | ADVACED  TOOLS
EAPS Ring 1D i <]
= ERPS Domain Mode Nene V]
o 3
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11.7.3.2 RING > EAPS > EAPS Information ( RzW StedzOydw © ©OB B
f esls ts CEARS)

‘ PORT PoE VLAR LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS

> MSTP RING-=EAPS-+EAPS Information

> ERPS EAPS Ring Information

Refresh Help
2 ERPS Domain

© ERPS Ring

2 ERPS Information
» EAPS

9 EAPS Ring

= EAPS Information

10 HOdzdzs?2 fNER Qg e j 2 MO o] HilsOo
flojHjdd" & ©OBEBAPE fsltC sdo

RdzW StedBOYdY ftoj HinlsOo dzj 2O Issdz 1§ 5B Hls2w
L d3j dzj dzO@ dz0 ! Istydstsinls o Gdeflapp.dls!  d da¥f 516 5C
¢ dzts fReftesh (s B dzts 9. Is

11.8 ADVANCED ({ Ofph dtej dedz" § dpOMistets € d
11.8.1 ADVANCED > QoS Configuration 1 ©fls tc &83b$§)0O
11.8.1.1 ADVANCED > QoS > QoS Apply ({ B " dqgOfls tc <IbS) d

10 1?2 MlsteOdedyy dORBHWISMY thdesoe dz" |
9" BtcOls! ftstels, LOIsj @S QDBpedd yudgy (g ¢
ftodstedlsjls kcOWdeEOy [ Useéts RBRisdzyOdzd® QoS
fstelsOn O ftodstedlsjls SO JCO dkzdzj o 52 .

1 sfdzy odzj M ded¥ duL d3j dzj ded?2 o dAPpfiystets
(fteddwis ) .
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PORT

* QoS Configuration

PoE YLAN

LAYER 3

SECURITY

ADVANCED->QoS Configuration->QoS Apply

DHCP

MULTICAST

RING

ADVANCED

TOOLS

“Qes Apply QoS Apply Configuration
QoS Schedule [Selected Port(s)
05 Type C05-based |
[policy 1D 0 (1-258)
Jser Priority 0 v
Help
[ select All Port QoS Type Policy 1D User Priority

O 1 COS based o
O 2 COs-based [
O 3 €0S-based [
] 4 COS-based 0
[m] 5 COS-based [)
[ 3 COs-based [
0 7 COS-based ]
O [ COs-based o
B ] COs-based [

10 COS-based o

11 COS-based [
0 12 cOs-based o
0 13 COS-based ]
] 14 €OS-based [}
] 15 COS-based [}
m| 16 COs-based [
[m] 17 COs-based [
] 18 €OS-based []
] 18 COS-based []

11.8.1.2 ADVANCED > QoS > QoS Schedule ({ B S d J

40 fPBIHERC d

ftstclots o

H O dzdzts 2

10
020 f I t6 5 LOIYdgEfd] 15 to f 15 L O ey

1 sfdzy odzj M ded ™

(ftedd¥is!)

WEBc@dZg g% j 2 MO ftjHilsOs dzj

dL d3j daj dzd 2

9

¢dBCt dzOMlscOd
APy t6 s

[
PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
Qo5 Configuration ADVANCED: »QuS Schedule
*Qos Apply Qo5 Schedule Configuration
QoS Schedule
o5 schudule Hode <]
[rasahe of auene 0 reiaht of aueue ©
resaht of aveue 3
[Wershe o queoe ¢ reiaht of aueue =
[Wersht o queue © T reiaht of aueus 7 )
o [ Help
suiact at [Port| QoS schesueode | Weahofauesed | Weottofaueset | weihiofauess? | Weohtofasese | Weohtofawsed | Weghclauees | weirtofqueses | weishtof quese?
T WeR 1 T 5 n 5 o
2 WRR ' X 5 1 5 &
3 [Ty ' X s i 2 =
WRR L I s 15 52 o
D WRR T 0 0 m 7] =
wAR 1 0 5 m 5 =
O WK T % O i 51 =
v WAR T < v 0 5 =
10 war T < 0 i 52 m
m R T T 5 i 51 &=
2 [ T 0 5 0 3 =
W WAk T : 0 0 5 =
M WRR T 0 O 0 52 =
s WaR T f 5 i 5 =
[ WhR v < 5 [ ) =
i waR v X . n 5 "
m WAk ' r s I 5 &
M WhR ' N s m 5 )
] WRR T 3 T 0 0 3 =
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11.9LAYER 3 (1 Ofls tc d.3-€ t tc ts 9)dz™
11.9.1 LAYER 3 > IP Basic

11.9.1.1 LAYER 3 > IP Basic > VLAN Interface | Ofls tc SVLAND

1 OH Odzdzth) s 6 O dzfVEB ddzls j 6% j 2 MO zORHW s
O ls tc ELAK d dzls | e W.jl 2 ) @ts ydzals to P Plsi‘te §f figls j ©¥,) 2 f
EHORPOHE] M d §shdsst] lsVLAM dals oty ¢

] sk 3ts dzy Oz 33 slded B3] jdlstzls | te WyjaRIC slstster 2
By jls BT lsi[ dZMANZEE js BT k' MCsdYdckedies
qzls j W j 2.

‘ PORT PoE VLA LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
1P Basic LAYER 3->IP Basic->VLAN Interface
©VLAN Interface VLAN Interface
@ ARP Configuration LAN ID I J
P Address / Subnet Prefix | | (format: 192.168.0.1/24)

@ Static Routes.

|attention: Please configure carefully. If WEB connection is interrupted after the configuration, please try establish a new connection with the new IP Address.
“Routing Table

Refresh| [ Apply Help

RIP Configuration
o [ vowm [ i Address/ Submetrrete I WA Address [ operton |

| 1 | 192.168.0.1/24 | 0282.4413.3283 | Delete |

VRRP Configuration

11.9.1.2 LAYER 3 > IP Basic > ARP Configuration | Ofls tc sARR ©
ftoslsts9 tsdzO

dlstc O dzdzO @ Is tetfstg t§Is ts CARRZD tc | H 5y ls Crotsizwditdsy dzts )
SlstsB tc Oy @sls OB dzdffyda] d3j dzjAese ¢ st tcj H j dBj FladMAC
OHtej,if3dgd )dzv isd f to d d3j dzpARB(fWic ts Is 5 {ARBzDYynamic d dz4RP
Static), z H © dzARP!

lted dOMISes?2 € ARP dzi sBrBHdBS EZ2S OL (
OHti M. MAC OHtj fm HUndastj dz] Bz IS FO®RS HOR
Apply ( 1 to tf etz)r .dzw ZH Odzj dzd W dnfitstistisdz’ j Ustndsef jidzs i € 4z
Delete( VH Odzaf sk PB.d2d Y J
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ﬁ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

1P Basic LAYER 3-+1P Basic->ARP Configuration
“ VLAN Interface ARP Configuration
© ARP Configuration P Address | \
MAC Address | | (Format: HHHH.HHHH,HHHH)
© Static Routes
@ Routing Table Refresh| | Apply Help
RIP Configuration | Item 1P Address | Mac Address [ Type [ Operation |
i I T | 15216805 | I8 5ctcaTe | Dynamic | Dalete |

* VRRP Configuration

11.9.1.3 LAYER 3 > IP Basic > Static Routes (| Ofls tc Hf2tLfifds sV dzdats 2
BOth tclzls d 1StatigRdute)

1 © HOdzdets 2 MER @dizb\j oW j 2 MO OH d&3d dzd M s te
HsB Qo dzw Is! [z Hd§@iyhiste Iz s dE e RHildfe.

1 s Zdi3sdzyOodzgglz Is OB ts to dzj ddzd g s COofd
BOth ckelsdL Oydd. YistsB T ZzoOMmistetsdIs! BwBOteh
dzi sB RSB degifgls d OH toj f/dB@®)S dz® tpitcdBPBQ/ 0 L Of c
9 lsoOBdzdyk.

1 sfydzy odej nj ded ¥ L B3jQle) dadp@ A3 Iscp@pyglipdatist
(fteddvis! )

E PORT PoE VLAN LAYER 3  SECURITY DHCP MULTICAST RING ADVANCED TOOLS
1P Basic LAYER 3->IP Basic->Static Routes
“VLAN Interface Static Routes Configuration
5 ARP C 8 [Target Address/Subnet perfix | [ (format: 10.1.1.0/24)

ext Hop |

° Static Routes

|attention: please use 0.0.0.0/0 to set default router.

4 Routing Table
Refresh] [ Apply Help
RIP Configuration

Oserc tem | Target Address/Subnet perfix Next Hop State Operation

VRRP Configuration
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11.9.1.4 LAYER 3 > IP Basic > Routing Table (u OB dzdiz@as" tczlsd) Oyd

10 HOdzEEE tc ©Odd/ER] dzls j oW Jd2OG&H dIsfqy o L &
ftesmd3sOlsted o Ols d dWidsdajdg dyjdHs j datdz’ = dZzOMmlstets2 ¢
BOwh ckzlsd, OMFES2¢d Lo dzvels or 9 sHdIs! €
fsteOL dzd ydz' o3 { Rodte SEDC(Adss Mmis PRoateyBype ( 5 Isd Y
BOteh ckzlsdL @yddste sMkh jMlsodw jlsmw yitjiL orf

[ d&zv SlstsBteOy j dzdWw dzkzy des? ddoWW stc&B@sd § &
Display (slstsB tc QL d Is*

PORT PoE YLAN LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TO0LS

1P Basic LAYER 3->IP Basic->Routing Table

©VLAN Interface Route Display Conditions

V[ (Al includes Active and Inactive)

 ARP Configuration Route State |41
|A‘1 V| (All includes Connected, Static, RIP and OSPF etc.)

Route Type

© Static Routes

@ Routing Table Display Help

RIP Configuration Routing Table Information

OSPF Configuration

VRRP Configuration

11.9.2 LAYER 3 > RIP Configuration } etsls s ®tkh tclzls RNy d

11.9.2.1 LAYER 3 > RIP Configuration > RIP Configuration | Offlstets2 € ©
BOL" telzls d MO 3G " RIP)

1OH OdzdzsgR tc O dAPERI] dzls j 6% J2fj@ MlsOo dzj dz  dzC
fosls OO czsgROY Y o ¢ d¥ yj ddY ddd ¢ d
fldzj Hizj s o (Emalellisable). vissB' dzOMmistesdls!  ds
&) sBRtsH QdgEMisd d dz¥ st dsPetngprk o o ¥ 15 BPICP / M
(ZOfteddjte 2.0.0.0 / 24), OHtjf/ BOMSO.

l sfdzd odzj Myded™w dL d3j dej dzd?2 o daApfifystets!
(ftoddaw s ) .
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m PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED TOOLS

1p Basic LAYER 3->RIP Configuration->RIP Configuration
RIP Configuration RIP Configuration
8 RIP Configuration RIP State [Diseble V|

etwork | [(Format: A.8.C.D/M, as 2.0.0.0/24)
RIP Interface
aRIP Route [Refresh| [ Apply Help |
OSPF Configuration Network [ Operation

VRRP Configuration

11.9.2.2 LAYER 3 > RIP Configuration > RIP Interface (R dz¥ s tc Q3O s & W
d dzls j ¥ jRPPJn

m PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED TOOLS
*IP Basic LAYER 3-=RIP Configuration-=RIP Interface
RIP Configuration RIP Interface Information

@ RIP Configuration

[7 Refresh! Help |

P RIP Interface
9 RIP Route
" OSPF Configuration

» VRRP Configuration

10 HOdzdzts?2  fUER Qddelsj et j 2 MO  ftoj Hifls Oo
o j njsa] wddalsj tRIP) 2 j

RdW sted5OYydwY ftoj HfflsOo dzj dzO Istsdz’ 1§ tsB ™H sz
dL d3j daj dzO.

yissBr wBdso dls! ddz¥ stcd3ORefresh.dzOy i3 Isj ¢
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11.9.2.3 LAYER 3 > RIP Configuration > RIP Route (R dz¥ s tc @30t d W
@BOwh elzlsd RByJdd

| SISTER ‘ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

IP Basic LAYER 3->RIP Configuration-=RIP Route

RIP Configuration RIP Route Information

9 RIP Configuration R i
efres! elp
“RIP Interface

RIP Route
OSPF Configuration

VRRP Configuration

1 O HOdgdzts 2 ER QddEls\jiteW | 2 MO fJtoj HiMIsOo ¢
Mo j H ] defO'lsicts?2 € O BORPLEISdL Oydd

RAzW stedzOydw HtojHMisOo dzj dzO Istsdz! I§ 5B ™2
dL d3j dzj dzO.

vyiIssBr Bdso dls! ddgW tstc 3O Refrésh. dzOy diz3d Is j ¢

11.9.3 LAYER 3 > OSPF Configuration } eslsts 3@tz czlsdL Oydd
OSPF)

11.9.3.1 LAYER 3 > OSPF Configuration > OSPF Configuration
(L OfMmilstc =REED tclz s d OBRFY d

1 OH Odzdzig B tc O dAMfERid dzls j oW jf fj @ Mils O dzj dz dzC
ftoslstsC s5dzO H d degEuigf Ug HisdmOSPEd | dzw 9 ¢ dz6 yj ded v
slsCdzs yd dedv d iy fOSEE fiy dsjoHOzdly 9oOSBReID I$0-65535),
HOdzj § o ¢ dz¢ yd Is {Ehable/Disable). d Is

YistsB hZOMistc sdfGEh tclzls d,L @yt s » S HEdBISE 6 50y
Network H 5B Qo aflis® B dzdh Y lis tc dG3OASBIC.D / M (dzO {f te d &3Q.0Ge0 /

24), Area ID (0-4294967295 d dztP Address).

1 sidajdzj i dad 83 dzjedatf@ ) Is te,tsi2@xdfd3  Usdpts f Aty

fteddgy s
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m PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED

TOOLS
* 1P Basic LAYER 3-=0SPF Configuration->OSPF Configuration
¥ RIP Configuration OSPF Configuration
" OSPF Configuration [osPF 1D 0 |(0-65535)
[0SPF state Dissble W
8 OSPF Configuration
Network [(Format: A.B.C.D/M, as 2.0.0.0/24)
 OSPF Interface (aera 1D ‘(04294967295 or IP address)
“ OSPF Neighbor r . =
: [Refresti [Apply | [Help |
2 OSPF LSA
OSFF ID Network | Area ID | Operation
© OSPF Route

* VRRP Configuration

11.9.3.2 LAYER 3 > OSPF Configuration > OSPF Interface Information
(R dz¥ tstc d3OtE Bfjvdzls § te W JOBRE)

s rom ror Tl - B e
1P Basic LAYER 3.>08PF Configuration->OSPF lnterface

RIP Configuration

059 Intertace information
0SPF Contiguration

Seresn] | o
= 059F Confguraticn

= 0SPF tntataca

= 0SPF Nelghbor

" osF Lsa

*0S9¥ Route

VRRP Cenfiguration

10 HOdzdzs?2 fNER Qddglsyje W j 2O o] HilsOo ¢
Mo d HJ ded ' das | e@PR.MJ

ROZW stedzdOydw fHtojHMisOo dzj dzO Istsdz! I§ 5B ™z
dL d3j dzj dzO.

vyiIssBr Bdzso dls! d dg¥ tstc 3O Refrésh. dzOy dizd Is j ¢

11.9.3.3 LAYER 3 > OSPF Configuration > OSPF Neighbor Information
(R dz¥ s tc A3 E@SPF Neighbor)

SYSTEM PORT PoE VLAN m SECURITY DHCP MULTICAST RING ADVANCED TOOLS

IP Basic

LAYER 3->OSPF Configuration->OSPF Neighbor
RIP Configuration

OSPF Neighbor Information

OSPF Configuration i
2 OSPF Configuration 4 Lz
5 OSPF Interface

2 OSPF Neighbor

 OSPF LSA

“ OSPF Route

VRRP Configuration
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1 © HOdzdzts 2 MMER @ddgsy jteW j 2 MO ftoj HMIsOo ¢
Mo j HJj dBJOSPFsNeighbor ( MsMjiHdzdd EfMlstes2Mmiss O 1 t
OSPF30tch tzlsdL Oydd) .

Rd&zW sted3Oydw ftoj HiMlsOo dzj d&z0O Istsdz! 1§ 5B ™Iz
gL d3j dzj dzO.

YyissBr tBdsodls! dda¥ tstc BORefresh.dzOy i3 Isj !

11.9.3.4 LAYER 3 > OSPF Configuration > OSPF LSA Information
(R dz¥ ts tc d3Ot8|QSPF LSA)

SYSTEM PORT PoE VLAN 1 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
1P Basic LAYER 3->0SPF Configuration->O0SPF LSA
RIP Configuration OSPF LSA Information

OSPF Configuration e o
efresh| elp
8 OSPF Configuration

5 OSPF Interface
8 OSPF Neighbor
5 OSPF LSA

“ OSPF Route

VRRP Configuration

1 O HOdzdzts 2 ER QddEs\jjtcW | 2 MO  ftoj HINIsOo «
Mo j HJj BPSPF&SA(MtsMistsW dzd j). ¢ OdzO dzO

Rdz2W sted3Oydw f to jlsHdiiplis Gotsdzj ey  yls j ded "B r ¢ ¢
dL a3 dzj dzO.

vyiIssBr Bdzso dls! ddg¥ tstc 3O Refrésh. dzOy dzd Is j ¢

11.9.3.5 LAYER 3 > OSPF Configuration > OSPF Route Information
R dz¥¥ stc BOHBEOte" tolz Is d LOSAFY d

—
SYSTEM PORT PoE VLAN l LAYER 3 SECURITY DHCP MILTICAST RING ADVANCED TOOLS
IP Basic LAYER 3->0SPF Configuration->0SPF Route
RIP Configuration OSPF Route Information

OSPF Configuration Refresh Hel
eiresl e

9 OSPF Configuration :

@ OSPF Interface

9 OSPF Neighbor

@ OSPF LSA

™ OSPF Route

VRRP Configuration
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1 © HOdzdzts 2 MIER QddelsjJte | 2 MO fJted HMIsOo ¢
fneo j H | =EAONIs to sRE IRt 2 Is JQSBR d d

RAW stedzOydw™ Gt HMNIsOo dzj dzZO Istsdz! I§ 5B ™H Iz
gL d3j dzj dzO.

yissBr tBdsodls! dda¥ tstc BZORefresh.dzOy i3 Isj !

11.9.4 LAYER 3 > VRRP Configuration (} tctsls 5 VRRE)

11.9.4.1 LAYER 3 > VRRP Configuration > VRRP Configuration
(L Ofmis tc =G tc iz Is d VRRPY d

1 OH O dzdzg R tc O dAWER] dzls j to ¥ Jf 2f) @ ) ls O aa@jnda'tc 52 €
it e z0dsodt % & s (LRAR; d d

1 Virtual Router IDT7 dztsd3j .6 o9 JqelskzOdz dzse 58 ttslzlsj 60O
1 Virtual Interface’ o Jtelsz Odz! dzgr 2 ddzlsj oW j 2 fiy;
9 Virtual IP Address -9 d tels z O dP Qi &
T Priority 7 f to d tsje dolay d ¥255); 1
1 AdvertisementIntervali d dzls j tco Odz o toj d3j dzd GldBcmfizd
1 PreemptModei tcj ) dzdf to j X H (Edztfle/Disable);
1 Authenticationi O kzls j dzls d W b S@xy §; vz
1 Simple Password 1 §f O te ts dz
1 Virtual Router State T dwlsOlkddqtclslzOdz daskgls]j tcC
(Enable/Disable)
SYSTEM PORT PoE VLAN @' SECURITY DHCP MULTICAST RING ADVANCED TOOLS
S e ——
geen irtual IP Address Clowner
B VRRP Configuration lpriority 100 (1-255)
2 VRRP Information |ndvertisement Interval 1 (1-10s)
Preempt Mode Enable \/‘

lauthentication

[simple Password |
irtual Router State Disable V|

lattention: Please confiaure carefully. If WEB connection is interrupted after the confiauration,

please wait a while then refresh or try establish a new connection with the new IP Address.

Refresh] | Apply Delete Help

1 sfMdzy odzgj Mjdedw dL d3j dzgj degd?2 o dZPpjstcts.
(fteddwis! ) . -



11.9.4.2 LAYER 3 > VRRP Configuration > VRRP Information
(R dz¥ s tc d3OE\RRP)

SYSTEM PORT PoE v ERECERN  sEcoRITY DHCP. MILTICAST RING ADVANCED ToOLS

IP Basic LAYER 3-=VRRP Configuration-=VRRP Information

RIP Configuration VRRP Information

OSPF Configuration
Refresh Help
VRRP Configuration

8 VRRP Configuration

9 VRRP Information

10 HOddzs2 MIER Qddsyje¥ j 2 MO ftoj Hils Oo
o jHj dOMises?2COn fosksss sdkzO o d i SMRRRE dzts 2
Rd&W stedsOydw ftojHmlsOo dzj dzO Istsdz! 1§ tsB ™ sz
dL d3j dzj dzO.
YyistsBr tBdso dls! dda¥ tstc BORefresh.dzOy i3 Isj ¢

11.10DHCP (| Oflstes2 $ d 1 BHAP)S S s &zO
11.10.1 DHCP > DHCP Client (| O fyls te t£2d2qQ) d@P)

1 OHOdzdzth) s e O dzfVER dzls j 8% j 2 MO dzOR sHW sy
ZOMstes2 Cd DHAR|( fiAs©s ¢ s5d&zO0 O Is sk Oy dEfsvs
OHtej MO C.dzd j dzlsz)

6 HisST s Oo dzj dz® o as'L ERisQ MbANY s dzls § ¥ j 2 f)
9 Cdzs ydlst / ts(EMablefDisdbley Y Iz dzS UXHEP.

1 sfydzj odzj g dedW dL d3j dzj dzd?2 o daAPfifystets:
(fteddwis: ) .
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SYSTEM PORT PoE VLAN LAYER 3 SECURITY m MULTICAST RING ADVANCED ToOLS

© DHCP Client DHCP->DHCP Client
=R DHCP Client Configuration
DHCP Server Interface | viant V|
3 [Enable/Disable |Disable V|
DHCP Snooping
| Refresh Apply | | Renew Releasq Help

[ DHCP Client Information |

11.10.2 DHCP > DHCP Relay (| O i Is t tDHCFORelay)

1 O HOdzdzs 2 YWEB Ofdedlsyjjte W | 2 MO dzOR sH W Isfy
dzOMmis to 8 & ¢z PGP Relay (f e j H sis ODHEPdgd joo j ez H Oc
5 fedzkzyj ddts.d L of sy )

ltej Hisfls Qo dzj dzO o 5L d3tsy kBN Isd dzls p & B joDfig !
oC dz¥ Y tbls £ z¢ (Ehdble/Disable) ¥ z dzDMEPsRelay. Master DHCP
Server IP, Backup DHCP Server IP - IP OH tc j h)fPdetseo detsec s d o
DHCPfj tco j oo .

1 sfpdzj odej Mj dedy dL d3jdzj ded?2 o dApfistets
(fteddaw s ) .
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© DHCP Client DHCP->DHCP Relay
© DHCP Relay DHCP Relay Configuration

DHCP Server nterface anl v

[Enable/Disable Disable V]
aster DHCP Server IP |
lBackup DHCP Server IP |

DHCP Snooping

| Refresh| | Apply Help

DHCP Relay Information
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11.10.3 DHCP > DHCP Server | Ofnls tc sSDHCRfM j tco ] 6 O

11.10.3.1 DHCP > DHCP Server > DHCP Global & Interface (R dzls j ¥ j 2 f)
DHCP)

SYSTEM FORT PoE VLAT LAYER 3 SECURITY ﬁ MULTICAST RING ADVANCED TOOLS
@ DHCP Client DHCP->DHCP Server->Global & Interface

@ DHCP Relay | DHCP Server Global Configuration |

> DHCP Server |Global DHCP Server [Disable_+] |

Global & Interface DHCP Server Interface Configuration

© Address Pool Interface | vian1 v |
o Address [DHCP Listen | Disable |
» DHCP Snooping Refresh Apply Help

DHCP Server Information

[DHCE server: Disable

[DHCF server listen interface:

1 0O HOdzdzs? WEBaOHEjudY NEB @ a&k" dgoMmistets2 €
DHCPfj Lo j t6 O
1 DHCP Server - 9 € dzt ydIs [ (Brialfledisabf)sW z dzC y d ¢
DHCPfj teo;j 6O
1 Interfacei o * B t¥IGAN;

1 DHCP Listen i toj 3 BHCP Listen o € dzt ydIlssls € dzt yd Is
(Enable/Disable).

1 siydzj odej Mj dad™ dL d3j daj dzd 2 o ApPlf(sticts dfls *

11.10.3.2 DHCP > DHCP Server > Address Pool | O fls tc 2L
OH to j PEIGP)

SYSTEM PORT PoE VLAN LAYER 3 SECURITY n MULTICAST RING ADVANCED TOOLS
© DHCP Client DHCP->DHCP Server->Address Pool

© DHCP Relay I Create Address Pool |

DHCP Server [2ddress Pool Name [ TCreate |

a
Global & Interface Address Pool Configuration

o Address Pool |Address Pool Name N,

laddress Range stam\ | End:l |
lSubnet Mask |
[Default Router [

° Address

DHCP Snooping

DNS Server aster:| | Backup:| |

lLease Time 0 days [0 Hours [0 [Minutes

i lstart: Add Exclude
[Exclude Address End: ___Del Exculde

[Option 82 Circuit ID

Refresh ;pply | [Delete " H;Ip

Address Pool Information |
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| OH Odzdzti)s e O dzVER q dzls j W j 2 MO dzOR tsH W s T
GZOfMls 6 B PO H tc | HEGP.

Address PoolName i d d@3fjtsL H O 9 Of] k@

Address Range i H d Off O SO H tc j P=ae, End);

Subnet Maski c3OME§ ®H M;j Isd

Default Routeri { sklsjtc s EZdsdyOdsds ;

DNS Serveri DNSfyj tc o jM=aser, Backup);

Lease Timei o toj d3v Ot P’y Mo ;

Exclude Address-IPOH te j MO dM& dz¢ yj ded v ;

Option82 Circuit IDT HtsB Qo dzf dzff gzls W d € Oyd s dedzts2

1 sfqdzy odzj M ded™ duL g daj dzd?2 o ApPlf(stctis didls '

= =4 -4 -4 -8 -a - -4

11.10.3.3 DHCP > DHCP Server > Address Information (R dz¥¥ ts tc d3Ot5| I v
OH tcj MPAGP)

1 0 HOdzdzs?2  fiYER QfddelsyijteW j 2 MO  f toj HMIsOo
d dz¥ tstc 3@UePY dz@al jrde f sSH G dzt yJ dede” a3 EMistets?2 Mls e (
PiIPOHE ] Mk
MAC T MAC OH t6 | fiykz
State T & tsfyls 5% dad
PoolNamei| OL 8 Odzdé fEdzO OHtE] Mo
Leasei | t6j d3j dzad ©Otcj dzH *

=A =4 a4 4 -4

ROZW stedzOydw HtojHMisOo dzj dzO Istsdz! I§ 5B ™2
dL d3j dzj OB ' sB dztso dIs! d dz¥% tstc B3O Y d RefreshO ) of
(tsBdztso dIls+ ) .
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© DHCP Client DHCP->DHCP Server->Address Information

® DHCP Relay

DHCP Server Address Information

DHCP Server

8 Global & Interface 1P MAC State Pool Name Lease

@ Address Pool Refresh Help

@ Address Information

DHCP Snooping

11.10.4 DHCP > DHCP Snooping

11.10.4.1 DHCP > DHCP Snooping > DHCP Snooping Configuration
([ fydzts o ddzQjfn Is to W2AXdES YRHEP Snooping)

10 HOdds?2 MHWEBORME ] 6% j E&DsH Y sHY d j
ZOMlstes2 Cd  WOHEE yShdoping (L otdv jls L Ofte
slsf 0o € j/ §sdzypHars bE@Jd§dvjd 2 ¢O0¢
BdzsC dtelzjls Hj2Mise dj dzj MO ddf jytedsjdae tiods,o Otftzdds G
GZOL 20y lsiits j IO -DHE Pdzls O d5) .

1 Global DHCP Snooping - 9 € dz¢ W/ dslsC dzé {Efidble/Disable);
1 DHCP ServerPortl1..47 f stelsr 1 é 4fn jDtédeCjPtc O

1 sfydzj o dzj M ded™ duL d3j daj ded?2 o ApPI(sthetis dls '
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