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KoHTponnep
Z-5R (moa. Web BT)

1. OBLWME CBEOEHUA

KoHnTponnep Z-5R (moa. Web BT) npegHasHadeH ans ncnosnb3oBaHUS B CUCTEMaX KOHTPOSIS U
ynpaenenusa goctynom (CKYI), n obecnednBaeT ynpasneHMe ogHOM TOYKOM LOCTyna (TOYKON
npoxopaa).

KoHTponnep nogaepxuBaet paboTy B aBTOHOMHOM M CETEBOM peEXMMAX.

3anonHeHne 6aHKOB KMoYen B aBTOHOMHOM pPEXMME OCYLLECTBNSAETCS C NOMOLLBbIO MacTep-
Knoya.

B ceteBOM pexume paboTa KOHTponnepa u 3anonHeHne BaHKOB KroYen OCyLLEeCcTBNAETCH Mo
CETU C MOMOLLbI BHELLIHEW ynpaenswwen nporpammbl. Kpome 3aHeceHWs KapT B CETEBOM
peXnUMe MOXHO CYMTbIBATb COOLITUS, YCTaHaBNUBATb TeKyllee BpeMsi B KOHTposnnepe u
HacTpauBaTb BpEMEHHbIe 30HbI 4151 NPOXoAda KaXaon kapTe.

Ana peanusaumm ceTeBoro pexumma paboTbl KOHTpornnep obecnevMBaeTr BO3MOXHOCTb
NoaKIIodeHns K nokarnbHoun cetn Yepes Ethernet nnu no Wi-Fi.

[Mpwn noTepe cBA3M C ynpasnsoLen NporpaMmmMon B CETEBOM PEXMUME KOHTPOIep NpoaoriKaeT
paboTaTb aBTOHOMHO, Hakannneas cobbITus B bydepe cobbITuin.

[ocTyn yepes TouKy NPOXoAa OCYLLECTBNAETCS Ha OCHOBE NPOBEPKN cTaTyca NpeabaBsieMblX
naeHTudumkatopos (proximity-kapT, kntoden Touch Memory unu pin-kogoB), KoTopble ganee byaem
Ha3bIBaTb KNOYaMu.

Mo dyHKUMOHANBHOMY HAa3HAYEeHWUIO KOHTPOMMEp pasnuyaeT KIoun, npegHasHavyeHHble ans
npoxoaa, v KIouun, npegHasHadveHHble Ang NporpaMMMpOBaHNS KOHTponepa.

Kntoum ansa npoxoaa MoryT 6b61Tb NPOCTLIMU 1 6NIOKUPYOLWKUMU. BRnokupytoLLme Koy uMetoT
©onee BbICOKMIA CTaTyC.

B wraTHOM peXxume KOHTPOMNIeEp «paspeLuaer» Npoxod U nNo NpocTbiM, U N0 GNOKMPYOLLMM
Knovam.

B pexunme «BnoknpoBka» Npoxoz no 6r10KMpyHLLMM KIo4am paspeLLéH, HO 3aKpbIT MPOXOA4 Mo
NpPOCTbIM KNtoYaM (Hanpumep, Npu Bblgave paboTHMKaM NPOCTbIX KITKOYEN, a COTPYAHMKaM OXpaHbl
— GrokMpyoLWKX KNtoden, B pabovee BpeMsi B LUTATHOM pPeXMUMeE MOXHO 06ecnevnTb Npoxoa BCEM
Kateropmsam paboTHUKOB, @ B HOYHOE BpPEMS B pexume OrnoKMpoBKM npoxon OyaeT paspeLuéH
TOMNbKO COTPYAHMKAaM OXpPaHbl).

Kntoun pgnsg nporpamMmpoBaHWsA KOHTpomnfiepa HasbliBaloTcs MacTep-knwodamu. OHu
npeaHasHavyeHbl TONbLKO AN NPOrpaMMMpPOBAHUA KOHTponfepa 6e3 KommnbkTepa U He
npeagHasHavyeHbl AnA npoxopa. MacTtep-kntoum no3BonsoT: AobaBnAaTb/yaanaTb NpoOCTble,
GnokupyoLmne n MacTep-knoym, 3agaBatb BpEMS Nogayn OTKPbIBAKOLLErO CUrHana Ha 3anopHoe
YCTPOWCTBO (pa3peLLeHns AoCTyna), BKIoYaTb/0TKYaTh pexxum npoxoaa «Accept».

B pexume «Accept» ntobon Koy BOCNPUHUMAETCA KakK pa3peLLlEHHbIN U 3aHOCUTCSA B NaMATb
KOHTpOrsepa Kak MPoCcTon Knko4 Ans npoxoga. Pexxum ncnonbadyerca Ang oopmmpoBaHus 6asbl
kntoven npu ycraHoBke CKY[] Ha obbekTe B crydae, Korga Knouv Ang npoxoda yxe BblAaHbl.
Toraa, Haxo4sCb B TEYEHNE HEKOTOPOro BPEMEHU B pexnme «Accepty», KOHTponnep «cobnpaeTt»
MHpopMaUMIo O NpeabaBNEHHbIX KNtoYax, a Mocne BKMNYEHUS WTATHOrO pexuma npoxoa byaet
OCYLLIECTBATLCA TOMbLKO MO KIK4aMm, 3anmcaHHbIM B €ro NnamsTh.
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[nsa nonyyeHnss KOQOB KIOYEN KOHTPOMep NoaaepKMBaeT NogkItodeHne 2-x cHnTbiBaTenen
(ans Bxoga v ansa Beixoga) no npotokonam Wiegand (26, 34, 42, 50) vnu iButton (Dallas Touch
Memory). [Ina kaxgoro cuvTbiBaTeNA NamMATb KOHTpPOMfepa CoaepXuT no otaenbHoMy 6GaHKy
knoden. [locne npoBepku npaB [[OCTyna KOHTponnep BblAaeT curHan ynpasneHus
(3aMblkaHue/pa3MblkaHne CUMOBOro TpaH3ucTopa) Ha 3anopHOe YCTPOWCTBO
(3aneKkTpoMexaHNMYeCKM 3aMOK, JIIEKTPOMAarHUTHbLIM 3aMOK WKW 3allénka, TypHuKeT). Tun
3arnopHOro YCTPOWCTBA W MPOTOKON MNOAKMIOYEHUA CYMTbIBaATENEN BbIOMPAKOTCA B pexume
KOH(MrypmpoBaHUs KOHTponsepa.

KoHTponnep nosBonsetr coxpaHaTb B namatn 8192 cobbitms B uuknudeckom Oydepe
(nonyyeHue koaa, cpabatbiBaHMe faTyvKa ABepu, Bblgada ynpasnsioLero curHananT.4a.).

[nsa noBbIWeHNs PyHKUMOHaNbHOCTM paboTbl KOHTpoNep obecneynsaet:

* BO3MOXHOCTb NOAKNIYEHNSA faTuMKa ABepu - ons omkcaumm cobbiTus "npoxog coctosnca" u

COKpalleHNs BpeMeHM 3By4YaHWs 3BYKOBOW cCUrHanmsauumu, uHOpMUpyowen o

pa3bnoknpoBke ABepu (COKpaleHUsi BpPeMeHW roJayM Ha 3anopHOe YCTPOMUCTBO

"OoTKpbIBatoLLero curHana");

* BO3MOXHOCTb NOAKNIOYEHMSA "KHOMKM BbixoAa" Anga oTKpbliBaHMsS ABepu 6e3 NnpoBepku npas
AocTyna;

* BO3MOXXHOCTb MOMy4YeHUs KOHTPOSIIEPOM CUrHana oT BHELLHEro UCTOYHMKA AN aBapunHoOn
pa3bnoknpoBKm Npoxoaa.

2. XAPAKTEPUCTUKU

MamaATb KAYen, LWT. 2 6aHKa no 8168

NamATb cObbITUIA, WT. 8192

Konnyecrso NoAK/to4aeMbIX 2

cYnTbIBaTENEN

MpoToKoAbI cYnTbIBaTENEN Wiegand (26, 34, 42, 50) v iButton

YnpasneHne UHAMKAUMEN cinTbIBaTENEN KPaCHbI, 3eNEHbIN 1 3BYK

3aumMTa NUTaHUA cHUTbIBaTENEN 200 mA

Tok cnnoBoro BbIXxoaa 5A

CurHanbHbIi Bbixog ALARM kommyTauma 50B, 100mA, 35Q;
nsonauma 1,5 kB

Tamnep MEeXaHWYeCcKunit

Ethernet

NHTepdeiic RJA5 (10/100BASE-T) Auto MDI/MDIX

CoBMECTUMOCTb Ethernet Il n IEEE802.3

MpoToKobI IP, ARP, TCP,ICMP, UDP, DHCP, HTTP

Wi-Fi

CTraHpapThl IEEE 802.11 b/g/n

JlnanasoH yacrtor 2,4-2,4835 Ty,

CKopocTb nepegayn 11n: no 150 M6ut/c
1ig: no 54  Meéut/c
11b: o 11 Méwut/c

MouiHocTb 6ecnpoBoAHOro curHana <20dBm (<100mW)

Pekvmbl paboTbl ToYKa A0CTyNa, KINEeHT

3awmTa 6ecnpoBoaHO ceTu 64/128/152-6utHbIit WEP, WPA/WPA2,
WPA-PSK/WPA2-PSK

USB

Pa3bém Micro USB Tun A

Bepcus USB 2.0

Pexum Device, High Speed

[pyrve napameTpbl

Macca, r, He 6onee 150

lab6aputbl, MM 105x116x38

Kpennenue HacTeHHoe uau DIN-peiika (TH35)

HanpsakeHne nutaHua, B ot 8 5o 28

MNoTtpebasembiit ToK (npu 12B DC), MA 80 300 (6e3 yuéTa cumTbiBaTenem)
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3. NOAKNIOYEHUE KOHTPOJIJIEPA
abapuTHble pa3mepbl KOHTpPonepa npeacTaBneHbl Ha PUCYHKE:

) 105 | 138
‘ ]

116
Y ]

32

] ]

BaxHo! Bo nsbexaHue TpaBM N3-3a OCTPbIX KpaéB B KPbILLKE KOHTpOIsiepa orBepCctnda angd
NPoKnaakn npoBogoB peKoMeHOYETCA BbINMAITNBATL, a HE BblJ1aMblBaTb.

Pa3amepbl Anst MOHTa)a KOHTponepa:
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Pacnonoxenue knemm Ha nnarte KOHTpOInepa:
bnok
nepembiyek
MOZYNfA CBA3U
\, [epxatenb
7 ‘ﬁ SISEN 6aTapem
Pasbém 3_8 [I\l %oug o o of OdIo
i k<
MicroUSB E 3z —
\ 3 nepemblyek
mogyna
Pasbém OHTpONNEPS
oo
Ethernet oo
o0 o
0 Bnok
CMNOBbIX
Knemm
GNDJ[ o
BNOK Knemm Q| o |Beer O BUTTON| O
ynpasneHus @] o |rep g +12V| oo EnoK
MHAMKaLMel O_|GREEN 5 LocK| O |O Kremm
cunTbiBaTENEN Q| o |pataz M EX.OPEN| O |Q) AATINKOB
©| o |pata1 A GND| O
/0 | crounp DOOR
O |pATAO ALARM| O @I Bnok
EHOZ;QEMM O |+12v ALARM| O T nHdopma-
nogKAyYeHna UMOHHbIX
cunTbIBaTENE Knemm

HasHaveHue knemm npmBeageHo B Tabnuue:

Brnok cunoBbIX KNemm
Ne [ O603HaueHue HasHaueHue
1 | enpD ToyKa MNOAKAOYEHMA OTpMUUATeNbHOTO MpoBoJa OT 6n0Ka
MWUT aH WS, @ TaK XKe BTOPOTO MPOBOAA OT KHOMKM BbIXOAa.
BxofHOM curHan — KHoMKa Bbixoga. KOHTaKT ABNAETCA MHOro-
2 | BUTTON $YHKLMOHANBbHBIM U AOMNYCKaeT nepeHasHaYeHne BbiNoHsAe-
MOV QYHKLMW.
Mo aKknto4YEH e MO OXKUTENIBHOIO NPOBOAA OT 6/10Ka NUTAHMA.
3 | +12v Tak e ctofa NOAKAOYAETCA MOJOXKUTENbHbIV NPOBOA, UAY-
LMY K 3aMKY.
CnnoBoit BbIxoaHOW curHan. MoaxkntoyeHne BToporo (oTpuua-
4 | LOCK Te/IbHOTO) NPOBOAA K 3aMKY. BbIxo 4 ABNAETCA CTOKOM MO/eBOo-
ro TpaH3ucTopa.
Briok knemm OaT4YnKoB
Ne [ O6o03HaueHune HasHaueHue
BxoaHoOM curHan — sBakyauua. 3amblkaHWe 3TOro CUrHana Ha
1 | EX.OPEN
GROUND nepeBoauT KOHTPON/IEP B PEXKMM 3BaKyaLM K.
Obwmin («3emnaHon») nposog Ana curHanos EX.OPEN u
2 | GND
DOOR.
BxoaHoOl curHan - gaTuvMk asepu. [pu 3aKkpbiTol ABEpU [,0N-
3 DOOR eH ObITb 3aMKHYT Ha GROUND. KoHTaKT siBnsieTcA MHOro-
dYHKUMOHANbHBIM M A0MYCKaeT MepeHasHa4YeHne BbliMOJH se-
MO QYHKLMMU.

Bnok tHopMaunoHHbIX KNemMm

Ne | O6o3HaueHue HasHaueHue

1 ALARM BbIXOLI,HOVI CUTHan. KoHTaKTbI raJibBaHNYeCcKun
M30/IMPOBAaHHOTO pene, UCMOJ/Ib3YeMOro ANA BKAOYEHUA B

2 | ALARM CUCTEMbI OXPaHbl KaK 4acCTb OXpaHHOrO LWeida.
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Bnok knemm anga nogkrntoYeHns cHnTbiBaTENEN

Ne | O603HaueHue HasHaueHue

B pexkmume Wiegand: AnbTepHaTMBHO e NoOAKAOYEHNE CUTHANA
1 DATA2

DATAL gna cuMTbIiBaTe 1A Ha BbIXOAE .

B pexxume Wiegand: curHan DATAL ans cumTbiBaTeNsA Ha BXoae
) DATAL n curHan DATAO ana cymnTbiBaTena Ha BbIxoge.

B pexume iButton: curHanbHbI NnpoBog (TM) gnsa cuutbiBaTe-
1A Ha BbIXOAe.

3 | GROUND Mo axkntoyeH e 06 Wwero NpoBoAa CYUTLIBATE 15

B pexknme Wiegand: curHan DATAO 419 cuMTbiBaTENS HA BXoAe
n curdan DATAL ana c4nTbiBaTeN A Ha BbIXoAe.

4 | DATAO . .
B pexume iButton: curHanbHbiit nposoa (TM) ana cumtbiBaTe-
/1A Ha BXOJe.

5 | +12v Mopnaya NUTaHMA Ha CUATbIBaTE IN. BbiXxog 3alUMLIEH OT KOpOoT-

KOTO 3aMblKaHnA o 200 mA.

MoaknoYeHne BHELLHUX cYMTbIBaTenen no npotokony iButton:

T el SISES =

o oz H1Z| | =

B ll\l 938 |o o o| KD IO

oA

m m Q “ ““

3 ) )

s Ethernet H N

5| 10100 |8 e B 128

- oa -

CLR [0 7]

= |:| ADD [@_1] + «
-BT HomKa
— GND[G [ o
Q[ © |eeer =g BUTTON| O |@ s
Q| © |rep M +12V| oo !
(%] Kel GREEN)D> Lock| O |@
Q| O |pATAZ2 T EXOPEN| O |©
@| o |pata1 A0 GND| O |@
@| o |GrouND DOOR| O |@
@ O |DATAD ALARM| O @ OxpaHHasi
Q| O [+12v ALARM| O |@ cuctema

Bxop

MogknioyeHne BHeELWHUX cyuTbiBaTenen no nportokony Wiegand:

MopaknioyeHne cunTbiBaTenein — 5T 15 —
Kowtponnep CuutbiBaTenNb ’g “ﬁ ® ® ® E‘
S Bxoa Bbixoa ]:. N g;oug OO0 O O Ol O
DATAO | DATAO | DATA1 s (Iﬂ F2X - =
DATA1 | DATA1 | DATAO m [oP=
w ;U
w
3 J
% Ethernet \
5 10/100 — B 12B
8 B
o o] -
CLR [0 0]
ADD [o_0]
WIFI
— GND[< [
Q| © |seer BUTTON| O |©
@ O [rep M +12V| o |©
QLo GREEN:(U> LOCK| O |@
@| O |DATA2 [T EX.OPEN| O |@ Curnan ot noXapHom
curHanusauumn
@| o |pata1 A GND| O |@
= | O |GROUND DOOR| O |@
@| o |pbatA0 ALARM| O |@
@ O [+12v ALARM| O |@© cuctema

Bxop
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Brok knemm yrnpaBneHuns MHOVKaumeun cunTbiBaTenemn

Ne | O6o3HaueHue HasHaueHue
BbIXogHOM CUrHanA Ana ynpaB/ieHWA 3BYKOBOM MHAMKAUMewn
1 | BEEP cumTbiBaTENEN. AKTMBHbIM  SIBAAETCA  HU3KWUWA  YPOBEHb
curHana.
BbIxO4HOM CUrHan AnA ynpaBfieHWA KpPacHbIM CBETOLMOALOM
2 | RED cumTbiBaTENEN. AKTMBHbIM  SIBAAETCA  HU3KWUWA  YPOBEHb
curHana.
BbixogHOM curHan AnAa ynpasieHUA 3eNeHbIM CBETOAMOA0M
3 | GREEN cumTbiBaTENEN. AKTMBHbIM  SIBAAETCA  HU3KMWA  YPOBEHb
curHana.

MpumedaHune: oba cumTbiBaTeNs LOMKHbI ObITb MOAKNIOYEHbBI MO OAHOMY Y TOMY Xe MPOTOKOSY.
YnpasneHue nHankauunen ans obonx cuntbiBaTenemn SBnseTca obwmm.

PacnonoxeHve MHAMKaTOPOB Ha NnaTe KoHTpornepa:

NHamnKaTop B Mﬁ 000 J NHamKaTopbI
MODE ~ EN ¢88 oo ‘ OPER, CONN u
NGO 35T X\ LSTAT
J = L\
1 \ |
e LT e
— | |8
CLR [0 0]
ADD
|:|
WIFIQ GND S @
MHamKaTopbl o[ 0 |eeer T sutToN| o |@
WIFI u Bluetooth ol o [reo M +12V(5 o
(%] Kel GREEN:(D> Lock| o |@
Q| © |pATA2 [T] EX.OPEN| O |@
@| o |paa1 A e\D| O |@
@] O | GROUND DOOR| O |@
@| O [pATAO ALARM| O 1@
Q| O |+12v ALARM| O |@
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HasHauyeHne nHONKaTopoB NPMBEAEHO B Tabnumue:

O603Ha4veHne LiBet HasHayeHune
OtobpaxaeT cocTosiHme cetn Wi-Fi.
WIFI CrHun ["OpnT NOCTOSIHHO — €CTb NOAKIMIOYEHME K CETU.

MuraHve — nepegaya JaHHbIX.

BT CuHuin

OTobpaxaeT cocTosiHMe noakntodeHms Ethernet.

[opuT MNOCTOAHHO — Hanuuue duamdeckoro coeamHeHus Ethernet
LINK/ACT 3enéHbin mexay Z-5R (mog. Web BT) n ycTpocTBOM Ha Opyrom KOHue kabens
Ethernet (06bIMHO KOHLEHTPATOPOM).

Mwuranve — nonydyeHune naketos no Ethernet.

OTobpaxaeT CBA3b C ynpaBstoLLen NPOrpaMMoNn.

MODE Kéntbin FopuT nocTtosiHHO — ycTaHoBrneHo TCP-coeanHeHve C ynpaBnstoLLen
nNporpaMmon.
OTobpaxaeT BHEeLLUHNEe CobbITHS.

STATUS KpacHbin BenbIWKM — M3MEeHeHUs COCTOSHUA JaTYMKOB: ABEpU, TaMmnepa, KHOMKK

1 aBapuiiHOM pa3broKMPOBKK, @ TaKKe MNoNyYeHne Koaa Kroya.
OTobpaxaeT cocTositHue MoAyrsi CBA3M.
Yacto muraet — moayrnb CBA3N 0OECTOYEH.

CONN 3enéHbin "
Penko muraet — ngét 3anyck Mogyns CBA3w.
["OpuT NOCTOSIHHO — MOAY b CBSI3M aKTMBEH.
. . OToOpaxaeT nonyyeHne 3anpocoB OT YNpasnaoLLen nporpamMmmsl.
OPER YKénTbin P Yo P ynp H porp

Benblilkn — obpalleHnst ynpasnsioLlen nporpaMmMbl K KOHTPOINEPY.

4. KOH®PUTYPUPOBAHUE KOHTPOIJIJIEPA

BaxHo! Npu koHurypuposaHumn koHTposnepa Z-5R (moa. Web BT) cneayet yuntoiBaTh,
YTO OH COCTOUT U3 ABYX (PYHKUMOHAmbHbIX Y3Mn0B: cobcTBEHHO KOHTponnepa CKY n moayns
CBSI3M C NNOKanbHOW KOMMbIOTEPHOW CEThIO.

Mogaynb cBsi3u obecnevnBaer:

1) nogknoyYeHne KoOHTponsepa K JIoKanbHOW CeTU, UMetoLLencs Ha obbekTe, No
nHtepcpencam Ethernet nnn Wi-Fi;

2) yCTaHOBIEHNE CBA3N C KOMMNbIOTEPOM, Ha KOTOPOM YCTaHOBIEHA ynpaBnsaoLas
nporpamma CKY[], peanuaytoias ynpasneHne yHKLUSMU KOHTPOSS AOCTyna (3arpyska
CMMCKa KapT, HacTponka  npaB. 4OCTyna, CYMUTbiBaHWE cobbiTuin n3 Bydepa u T.n.).

Mo cnocoby ycTaHOBNEHUS CBA3M C YNpaBstoLen NnporpaMmmMon BO3MOXKHbI YETbIPE pexnma:

e pexum cBasn Web. B aTom pexnme moaynb CBS3M COEAMHSIETCS C YyNpaBnsowmm web-
CepBeEpPOM B CETU UHTEPHET, N ynpasBfieHne KOHTPOSfepoM OCYLLEeCTBNAeTCHa Yepe3 web-cant
(Hanpumep, oHNanH-cepBUC www.guardsaas.com);

Q.
[}
1]
Q.
[
(3]
f
[ai]
w
S
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* pexum ces3n CepBep. B aTom pexume mMoaynb CBS3U OXMOAET COeQUHEHMS MO MPOTOKONY
TCP/IP oT komnbloTepa, Ha KOTOPOM YCTaHOBMEHa ynpaenswwas nporpamma (Hanpumep,
GuardLight, GuardCommander, ABaHrapg);

Ethernet Ethernet

*  pexum cBsasu KnueHT. B aToM pexxrme Mmogyrb CBA3W NbITAETCA CaM YCTaHOBUTb COeANHEHNE
no npotokony TCP/IP ¢ ynpasnsitowen nporpaMmmoi. [1na HaCTPOMKM 3TOro pexnma Heobxoammo
ykasatb IP-agpec n TCP-nopT Ha yganéHHom KoMnbioTepe (Hanpumep, nporpammbl GuardLight );

Ethernet

mem————

Ethernet

Ethernet

e pexumceaszn Web-JSON

OT0T pexxum aHanorn4veH pexxumy Web, Ho oTnuyaeTcsa npotokonioMm obmeHa ¢ web-cepsepom. OH
paccynTaH Ha CaMOCTOATESIbHOE HanucaHue cepBepHon Yactu. OnucaHme NpoToKona MOXHO
HanTW Ha canTe www.ironlogic.ru B pasgene “UiHterpauus’.

Mpn oTCyTCTBUM CBA3XM C YNpaBnslOWEn MNporpaMmMon KOHTponnep MOXeT pabotatb B
ABTOHOMHOM pexume.
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Ons ynpaBneHus paboTol MOAyns CBSI3WM KOHTPOMfepa WUCMOonb3yeTcsl pacrorioXeHHasl Ha
nnaTe yCTPOWCTBA NepemblyKa:

;

OI4ANOO<
AVINYON<
MO0O1<

KOTOpas MOXeT HaXOAUTbCS B O4HOM U3 TPEX MONOXEHUM:

* CONFIG - npu nogaye nnuTaHnsa KOHTPOSNEP 3anycKaeTcs B peXXMMe HaCTPOMK/ napaMeTpoB
CBS31 U NoAKIIto4aeMoro obopyaoBaHus;

* NORMAL - «OGbl4HbIN peXnm» YHKLUMOHUPOBAHUA: MOAYMb CBA3W MOAKMYaEeTCs K
NoKanbHOM CeTu B BblIOPAHHOM peXuMe, KOHTPONep OCYLWEeCTBASET (YHKUUU yrpaBneHus
poctynom. [lo nokanbHomy |P-agpecy [OOCTYNHO M3MEHeHuMe napamMeTpoB CBA3U U
noakntoyaemoro obopyaoBaHus;

* LOCK - byHKUMOHMpPOBaHME aHaNOrM4yHo «0ObIYHOMY PEXUMY», HO 3abnokmpoBaH web-
UHTEpPdENC HaCTPOMKM CBA3M M NOAKNYaemMoro obopyaoBaHUs, a Takke 3abnokMpoBaHO
obHoBMNeHNe faHHbIX B pexxume cBasn Web.

5. WEB-UHTEP®ENC

Web-nHtepdenc wucnonbsyerca OnNs HaACTPOMKM MNapaMeTpoB CBA3W W NOLKNHOYAEeMOro
obopynoBaHus. [1ns BbINONTHEHUSA HACTPONKN TpebyeTcst yCTPONCTBO, CNOCOBHOE NOAKMYATLCS K
cetn no Wi-Fi nnu Ethernet (nnaHwet, HOyTOYK MM cMapT(OH), U MMelLee BCTPOEHHbIN
nHTepHeT-6pay3sep (Internet Explorer, FireFox, Opera, ChromeunT.4.).

Ona poctyna Kk web-uHTepdency HacTpoek KOHTposifiepa HYXHO BbINOMHUTL cregytoLmne
AEeNCTBUS:

YctaHoBUTL Nepemblyky B nonoxeHne CONFIG;

Nopatb NuTaHue;

YcTaHoBUTL CBA3b € KoHTponniepom no Wi-Finnu Ethernet:

Mo cetn Wi-Fi:

Hoxpatbea nosasnenus Wi-Fi-cetn c umeHem Z5RWEB- BT XXXXXX;

Mogkntountbca Kk aTon ceTu. MNapone ana nogkntoveHna: AUTH_KEY.

Uepes Ethernet:

CoeanHnTb KOMNbOTEP 1 KOHTponnep kabenem Ethernet ¢ pasbémom RJ-45;

[oxaatbcs OT KOMMbTepa COOBLLEHNS O MOAKNIOYEHNN K NTOKaNbHON ceTu (Ao 45 cek);

OTkpbITb 6pay3epom cTpaHuuy no agpecy http://192.168.10.1, asTopmsauus He TpebyeTcs;

[Mpoxoas no cTpaHuuaM MeHH, BbINOMHUTL HAacTPOMKY NapaMeTpoB, He 3abbliBad Ha Kaxaow
CTpaHuLe HaXXumaTb KHOMKY CoXpaHUTb.

B panbHenwem, nocne 3aBeplweHUs KOHPUIypupoBaHUA W MNOAKMNKOYEHUSA
Z-5R (mog. Web BT) k nokanbHon ceTu (C nepeMblykon, ycTaHoBreHHon B nonoxeHms NORMAL
unn LOCK), web-nHtepdenc HacTporku Takke byaetr goctyneH no IP-agpecy, kotopbii 6yget
Ha3Ha4yeH KOHTponnepy npu KoHgurypmposaHum (byget onucaHo Huxe) nnmn nonyyvyeH ot DHCP-
cepBepa npu perucTpaunm B nokansHom cetu. Npun oTKpbITUM web-nHTepderica no nony4eHHoMy
IP-agpecy nosiBUTCA OKHO aBTOpM3auuK, B KOTOPOE HY)XXHO BBECTW: NOMMH «z5rweb», naponb
AUTH_KEY. 3aBsoackoe 3HavyeHne AUTH_KEY 13 BocbMU CMMBOMOB NpuBELEHO Ha HaKneunke,
pacrnonoXeHHOW Ha o6paTHOM CTOPOHe Koprnyca YCTPOMCTBA WM B KOHLUE HaCTOSLLEro
pyKoBOACTBa (cobntoaaTb peructp 6yks!).
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5.1 Bblbop A3bIKka
Mpn nepBOM BKNHOYEHUN B web-mHTepdhence ycTaHOBNEH aHMmUACKM A3blk. [Ons Bbibopa
Pycckoro a3blka LWENKHUTE No Haanucu PyccKum B NpaBoM BeEpXHEM YTy uHTepdenca:

iron@[_ggic@ Z-SRWEB BT  Pycoad O

SN: 45-000100 English @&

5.2 BknapkacraTtyc
Ha Bknagke CtaTyc oToOpaxaeTcs TEKyLLEEe COCTOSAHNE YCTPOWNCTBA:

Mode: SERVER
Connected to:
Uptima: 0 days 00:46:03
Controller Time: 2021-06-25 20:00
Controller FW version: 2.6
Wi-Fi FW wersion: 0.33
CFG jumper: Off

3pech:
Pexxum: pexxum pabotbl yctpornctea (Web, Cepsep, KnneHTt, ABToHOMHbIN, Web-JSON).
MopknioveHue: Bo Bcex pexunmax, kpome ABTOHOMHbLIN, oToBpaxaeT |IP-agpec komnboTepa unm
NMsi cepBepa, C KOTOPbIM YCTaHOBIIEHO COeaUHEHME.
MpoaonkuTenbHOCTb PaboTbl: NPOOOIKUTENBHOCTE PAabOoTbl YCTPOMCTBA C MOMEHTAa Nogayn
NUTaHNS.
Bpewms koHTponnepa: OTobpaxxaeT BpeMsi BHYyTPEHHUX YacOB KOHTpornepa.
Bepcus MO koHTponnepa: OTobpakaeT TEKYLLYIO BEPCUIO NPOLLNBKN KOHTpONepa.
Bepcus NO moaynsa ceasun: OTobpaxaeT TEKYLLYH BEPCUIO MPOLLMBKN MOAYSIS CBA3M.
MonoxeHue nepembivku: OTobpaxaeT nonoxeHne nepemblvkn CONFIG, LOCK unin NORMAL.
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5.3 Bknapgka Hactponku nogknioyeHus
Ha Bknagke HacTpouMku noaknwyeHUsA YycTaHaBnuBakwTcad cnocod W napameTpsbl
NOAKITOHYEHNS MOAYINS CBA3U K FTIOKaSTbHOW CETM.

5.3.1 Ethernet
B cnyyae Boibopa cnocoba nogknioveHus Ethernet nHtepderic npyuHmaet cneayowmim BuA:

HacTpoikn CoeuHeHnn

@® Ethemet ) Wi-Fi
iz

Wenons30eats DHCP:

HTTP Proxy

Mcnonbsoeate HTTP npokcw: [

CoxpamiL.

B cnyyae ncnonb3oBaHunsa B niokansHon cetn DHCP-cepBepa ceTeBble HACTPOWMKM NONyYatoTcst
KOHTPOMepom aBToOMaTU4ECKMW.
Ucnonb3oBatb DHCP: paspewaetr wucnonb3oBatb obpaweHne k DHCP-cepsepy ans
aBTOMAaTMYeCcKoro nony4yeHus IP-agpeca n octanbHbIX CETEBbLIX NapaMeTpoB, HEOOXOAMMbIX AN
paboTbl B AAHHOW NOKanbHOW CETH.
Bez DHCP: Heobxogmmo caMoOCTOSATENbHO 3anucatb BCE MapaMeTpbl, COOTBETCTBYOLLME
KOHpUrypaumm nokanbHOM CETU, K KOTOPOW ByaeT NOAKNIYEHO YCTPOMCTBO:

P
Wcnonssosate DHCP; [
OEKCHpoSaHHpE 1P 192,168.1.128
Macka Moacetw: 255.235.255.0
Himoz: | 192.168.]

Cepeep DNS; 5888

®PukcupoBaHHbIn IP: yHukanbHbiM IP-agpec, obecneuvBatolimin agpecaumio ycTponcTea B
NoKarnbHOM CETU.
CeteBas Macka: macka nogceTu, ucnonb3yemas B JaHHOW JTOKanbHOW CETM.
Lnto3: IP-agpec wnto3a ans cesA3v ¢ 4pYrumMm CETAMM (B TOM YUCIE N C UHTEPHETOM).
DNS cepBep: IP-agpec cepsepa DNS.

[Ons koppekTHoM paboTbl OOMKHbI ObITb 3adaHbl Bce napameTpbl. Ecnv HekoTopble Bam
HEeN3BeCTHbl 0BpaTUTECH K CUCTEMHOMY aiMUHUCTPATOPY.

[Mocne HacTpoek Bcex napaMeTpoB HEOOXOAMMO HaxaTb KHOMKY CoXpaHUTb.

11
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5.3.2 Wi-Fi
B cnyyae Boibopa cnocoba nogkntodeHus Wi-Fi uHtepdenc Beirngant cnegyowmm obpasom:

Hacrpoikn CoejuHEeHNA

) Ethermnet @& Wi-Fi

Wi-Fi
Cers{5510): |ironkogic
Mapone: |12345
Noncx Ceredl
iz
HMcnonb3o8aTe DHCP:
HTTP I-?n:n-:*,,r

McnonezoBate HTTP npokcw: ||

CeTtb(SSID): HazsaHue Wi-Fi-ceTu, K kOTOpon HE0OXOAMMO NOAKITHOUNTE YCTPONCTBO.

Maponb: Kntoy wndposaHus (napornk), ncnonb3yemsiin B gaHHon Wi-Fi-ceTw.

Mowuck ceTen: 3anyck novcka 4OCTYMHbIX B AaHHbIM MOMeHT Wi-Fi-ceTen.

Mocne 3aBepLueHuns nomncka JocTynHbixX Wi-Fi-ceTen nosiBUTCA CNNMCOK HaWAEHHbIX ceTen angd
BblboOpa Heobxoanmom ceTn. Pagom ¢ HazBaHWeM ceTn oTobpaxkaeTcsa ypoBeHb CUrHana:

AocTynHuie Wi-Fi ceTi
ASUS_ETT =50 dBm )
ironlegic -54 dBm ®

office_ntw -61 dBm O

SEI-215 <68 dBm

[na Bbibopa ceTn HeobXoaMMO BbISENUTb HYXXHYHKO CEeTb M HaxaTb kHomnky OK. Mpu atom
Ha3BaHne Wi-Fi-ceTn aBTOmMaTuyeckn oTobpasuTcs B HacTporkax. [lpyM McCnosb3oBaHUK
LWndpoBaHNst HEOBXOANMO BPYUHYH BBECTU KNKOY LUMKPPOBaHNS.

IP: Hactporiku ceTeBbIX NapamMeTpoB (aHanorn4Ho HacTponke nogkntodeHus no Ethernet).

12
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5.3.3HTTP Npokcu
Mpn HeobxoaumocTn mcnonb3oBaHna HTTP npokcn HeobxoanMmMo HacTpouTb cregyrolime
napameTpsbl:

HTTP Proxy

Wcnonezoeate HT TP npoxoW!
AfpeC NpoKCH Cepeepa; | 192.168.1.1

MopT NpoKcd Cepaepa. (3128

Appec NnpoKcu cepBepa: CeTeBoii aapec NPoKCK cepaepa
MopT npokcu cepBepa: NopT AJ15 MOAKIOYEHUS K MPOKCU CepBepy

Mocne HacCTpoeKBCceX NMapamMmeTpoB HeobX0AMMO HaXxaTb KHOMKY COXpaHMTb.

5.4 Bknaagka Pexxum pa6oTbl

Ecnv npegnonaraetcs pabota Z-5R (mog. Web BT) B ceTeBOM pexume, T.e. nog ynpasneHnem
BHELLUHEN NporpaMmbl, TO MOCMe HACTPOWKW MOAKMYEHUA K NOKanbHOM CEeTU Heobxoanmo
HACTPOUTb PEXMM YCTAHOBITEHUS CBA3W MeXAy YNpaBnsatoLLen nporpaMMmon u moaynem ceasun. Ha
BKNagke Pexum paboTbl BblibupaeTcs cnocob nogkroyYeHns Moaynsa CBA3W K NporpaMmMHOMY
obecneyeHunto npu paboTe B CETEBOM PEXUME:

Obfme HacTporkKu

Koy ayTeHTrdugaume: | DEADBEEF

Pexium Pabote! | Cepeep v
Cepeep
NokanoHpd nopT: | 1000
PazpewsHHbd 1P; 255_.2_55.25_.":..‘!55_
CoXpaHTE
30ech:

Kniou ayteHTuUdmkauum: Knwody ayTeHTUdUKaunMm Heobxooum [Ans NOOKMAYEHUs K
obnayHoMy uHTepHeT-cepBepy B pexume Web, a Takke Ans goctyna Kk web-uHtepdency
KoHTponnepa Z-5R (moa. Web BT). NepBoHavanbHO 34ecb oTobpaxaeTcs 3aBOACKOe 3HaYeHue,
yKasaHHOe Ha Haknewke Ha kopnyce yctponcTtea (cm. AUTH_KEY). MNMpu HeobxogmmocTn Ha
AAHHOM LLare HaCTPOWKM ero MOXXHO M3MEHUTL (A0NycKaoTCa LMpbl U NaTUHCKME OyKBbI).

Pexxum paboTtbl: Bbibop ceTeBoro pexxmma pabotsl - Web, CepBep, KnueHt, Web-JSON uvnn
BbI6OP aBTOHOMHOrO pexnuma paboTel ABTOHOMHBIWN.

13
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5.4.1 Web

Pexxnum Web obecneumBaet cBA3b C «0bnadHbiM» cepBUCOM. [1na HACTPOMKK pexnma
paboTbl Web Heo6x0aMMO yTOYHUTL y NOCTaBLLMKa YCNyru 1 3agaTb cnegytouime napameTpbi:

WEB

Agpec CepBepa: | Ww.Quardsaas.com
Mapone: | ab974088d09d4dc3
HMHTepaan cosguHeHMaA: |10

Yueno cobmtra: |1

Appec cepBepa: Vima nnn IP-agpec web-cepeepa «obrnayHoro» cepauca, K KOTOpoOMy
AOMKeH ByaeT nogknoYaTbCa KOHTPOnep.

Maponb: Mapone Ans gocryna K gaHHbIM Ha web-cepsepe.

UHTepBan coeanHeHusn: IHTepBan coeanHeHns ¢ web-cepBepoM B CEKyHOax.

Yucno cobbiTuin: Hrcno cobbiTuii B KOHTpONNepe, NpyM KOTOPOM NPOUCXOAUT LOCPOYHaAs
OoTnpaBKa aHHbIX Ha web-cepBep 4O UCTeyeHust HTepBana CoeanHEHNS.

Mocne HacTpoek Bcex NnapameTpoB HEOOXOAMMO HaxaTb KHOMKY COXpaHUTb.

5.4.2 CepBep
B aTOM pexume Mogyrnb CBA3N OXMAAET MOOKIOYEHNS K €0 OTKPbITOMY JTOKaribHOMY NMOpTY
ynpasnstoLlen nporpammel. B cnyyae Bbibopa pexuma pabotel CepBep crieqyet 3aaathb:

Cepeep
NoxaneHsiy NopT: | 1000

Pazpeliennsy IP: | 255.255.255.255

3pech:

JNNokanbHbIKM nopT: TCP-NopT, K KOTOPOMY 0IMKHaA ByaeT oCyLWecTBATbL NOAKIOYEHNe
ynpasngtoLiaa nporpaMmma.

PaspewéHHbIn IP: IP-agpec komnbloTepa, ¢ KOTOPOro ynpasnsawoLen nporpamme
paspeLleHo ycTaHaBNnBaTb COeAUHEHNE C KOHTponnepom (255.255.255.255 gns gonycka Bcex
IP-agpecos).

[Mocne HacTpoKrKku BCeX NapamMeTpoB HEOBXOAMMO HaxaTb KHOMKY COXpaHUTb.

5.4.3 KnueHT

B cnyyae BbiGopa pexuma paboTbl KnueHT Moaynb CBA3W cam ByaeT perynspHo nbiTaTbCs
YyCTaHOBUTb COoeaNHEHME C YyNpaBnsaoLel NporpamMmmon.
3agaHuio nognexar criegytolime napaMmeTpbi:

KnuesT
Anpec cepeepa: | 192.168.1.10

NopT cepeepa: 25000

14
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3pechb:

Apnpec cepBepa: |IP-agpec KomnbtoTepa, C KOTOPbIM KOHTPOMSiep [OOSMKEH YCTaHOBUTb
NnoaKNtoYeHne ans cBs3u C yrpasnsawoLen nporpamMmmMon.

MopT cepBepa: IP-NopT, K KOTOPOMY JOITKHO OCYLLLECTBNATLCSA NOAKMYEHNE.

Mocne HacTponkmn BCcex NnapaMeTpoB HEOOXOAMMO HaxaTb KHOMKY COXpaHUTb.

5.44 ABTOHOMHbIN

HavanbHas Hactporika CKY[l Ha gaHHOM KOHTpornnepe BbINOMHAETCA C MOMOLLBIO pexuma
ABTOHOMHbIN. DTOT peXMM npegHasHayeH ans paboTbl CO CMUCKOM Krto4veln KoHTponnepa 6es
MCNoNb30BaHUS MacTep-knva 4epe3 web-uHtepdenc. Takmm obGpasom, co3gaHue WU
pefakTMpoBaHune 6a3bl AaHHbIX KIHYen BO3MOXHO OCYLLECTBUTL ABYMS criocobamu: yepes Web-
UHTEepdENC M C MOMOLBLIO cneuuanbHOM proximity-kapTbl, Tak Ha3blBaeMOW MacTep-Kno4oMm
(nporpammMmmnpoBaHue KOHTporfepa ¢ NOMOLLbIO MacTep-kntoya Byaet paccMoTpeHo aanee). Ans
obecneveHnst HaCTPONKM 6asbl KINoYEn K KOHTPONNepy HEOBXOANMO NOAKNIOYMNTL CHUTLIBATENN.
3anuck knro4ver ocyllecTensieTcs B 06a 6aHka namsaT 0OqHOBPEMEHHO.

B cnyyae koHuryprpoBaHus 6a3bl AaHHbIX kntoyver Yepes Web-nHtepdenc cnegyet BbibpaTb
pexum paboTbl ABTOHOMHbIW. Torga nHTepdenc ynpasneHns NpUMET cnegyowmnn Bua;

ABTOMOMHER
PexinM ACcept:

Pexiam gocTyna: | Hopma b

Pexiun 0oDasneHna Biouen:

PestiM AoGasneHua MacTep-Wmoden:

PexuM YOaNeHrA ikiuer:

Pexxum Accept: Bkniovaer pexum Accept, B KOTOPOM BCe HEU3BECTHble Knouu OyayT
3anuncbiBaTbCs B NaMATb Kak MPOCTbIE HOBbIE KITHOYMW.

Pexxum poctyna: [lepeBoguT KOHTPONNEP B OANH N3 pEXUMOB npoxoaa (nogpobHee cm. 1.7.7).
Pexum pobaBneHus knrouveun: [lepeBoauT KOHTpornep B pexum JobasreHus npocTbiX u
Bnokunpyowmx knoven (nogpobHee cm. n.7.1).

Pexxnum pob6aBneHna mactep-kntouen: [epeBoguT KOHTpoONep B pexum gobasneHns macrep-
kntoyen (nogpobHee cm. n.7.2).

Pexum ypaneHus knruden: yaanser NOAHECEHHbIM K CYMTbIBATEMO KoY M3 Gasbl JAaHHbIX
(nogpobHee cm. n.7.3).

BHumaHue! lNpu Bbibope aencteum «gobaBneHune knoyven», «aobaBneHne Mmactep-Kndeny u
«yparneHue Knoyen» nosBuTca obpaTHbIn OTCHET BPEMEHMU, MO UCTEYEHUIO KOTOPOrO KOHTpOnnep
BbINAET U3 BbIOPaHHOIo pexnma.
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5.5 BknagkaHacTtpounku koHTponnepa
Bknagka HacTpouku kKoHTponnepa no3BonsieT ycTaHOBUTL MapamMeTpbl paboTbl KOHTponsepa:

Hacrpoixn KonTponnepa

3arpyauTe KoHDMMypaUWo KoHTponnepa
TUN 2aMal | SNEXTPOMEXBHHUECKHA v
MpoToken cuuTsisatensd: @ iButton ) Wiegand
BHYTPEHHURA 2BYK!
Bxog nosapHon Tpesorw: [

BumouwdTe HTTP APL: [

BpeMAa oTHpBTHAT | 30 x0.1s
BpeMA KOHTPONA OTKPRTHA: |0 x0.1s.
BpeMA KOHTPONS 3akpuiTva: |0 X015

CvHXpoHN3IMpoaaTs Bpama no NTP:
NTP cepeep: |poolntp.org

Yacosof nosc!

3arpy3uTtb KOHcurypauuro KoHTposnsepa: [lo3sonser 3arpysuTb ann koHdurypauumm
KOHTponnepa, co3gaHHbIv B nporpamme “Guard Light”.

Tun 3amka: Bbibop Tvna 3amka OnekTposawénka*, QnekTpoMarHMTHbIN™,
ONeKTPOMEXaHNYECKNIN™**,

*OnekTpo3allénka - OTKpbIBAETCA NoAayYen HanpsbKeHNsa Ha HeorpaHUYEHHOEe BPeEMS.
**ONeKTPOMarHUTHbIN - OTKPbIBAETCSA CHATUEM HaMNpPsHKEHMS.

***ONeKTpoMexaHNYeCKnin - OTKPbIBAETCA Nodadyen HanpskeHnsa B BUAE KOPOTKOro MMnyrbca.
MpoTokon cunTbiBaTenen: Boibop npoTokona nepegaym koga kntoya. MNpu Beibope npoTokona
Wiegand pa3mep nocbiiku (26, 34, 42 vnun 50) koHTponnep onpegenser asToMaTu4ecku.

Bxoa noxapHow TpeBoru: PaspelueHne aBapninHon pa3bnokMpoBkmn npoxoda npu NOCTYNNeHnn
curHana Ha Bxon EXT. OPEN.

BHyTpeHHUM 3BYK: BkrtoueHne/oTkIo4YeHe BCTPOEHHOIO MCTOYHMKA 3BYKa.

Bpemsa oTKpbITUA: [ONUTENbHOCTE MMMyMbCa, BblAAaBaeMOro Ha 3anopHoe YCTPOWCTBO, AJS
pa3bnoknpoBkn Npoxoaa. B 3aBUCMMOCTM OT TMMa 3aMKa 3TO MOXET ObITb Kak CHATUE HanpsiXXeHus,
Tak u ero nogava.

Bpems KOHTpons oTKpbITUA: Bpemsi oxxnaaHns oTKpbIBaHUSA ABEPU NPY paspeLLEHHOM Npoxoae.
OTKpbITME ABEPU NO UCTEYEHUU ITOr0 BpeMeHu KBanuduumpyeTcs kak B3rom. [pu 3agaHum
3Ha4eHns «BpeMsi KOHTPONSA OTKPbLITUA» MEHbLLE, YeM 3HaYeHne «BpemMst OTKpbITUAY», NS AaHHOW
dyHKUMM ByaeT cnosnb3oBaHo «Bpems oTKpbITUS».

Bpems KOHTpons 3akpbITUs: BpemMsi KOHTPOS OTKPbITOro COCTOAHNA ABepu. Ecnu 3a 3agaHHoe
BpemMs ABepb He 6ygeT 3akpbiTa, TO OygeT copmupoBaHO cobObiTve «[lBepb ocTaBneHa
OTKPbITONY. 3Ha4YeHne, paBHoe «0», OTKNIYAET KOHTPOSb.

OTKpbITb ABepb: KHONKW, OTKpbIBaOLLME NPOXOA Ha BXOA UMW Ha BbIXOA.

CuHxpoHusmnpoBatb Bpemsa no NTP: Paspewaer wucnonb3oBatb npotokon NVT ans
CVHXPOHM3aLMV BpEMEHU B KOHTpOniepe.

Apnpec NTP cepBepa: Agpec cepsepa NTP, uCnonb3yemMoro npv CUHXPOHU3aLNN BPEMEHM.
YacoBow nosic: HacoBown Nosc, UCNonb3yeMbl MPpY CUHXPOHU3aL MU BPEMEHN.

Mocne HacTpoek Bcex napaMeTpoB HEOBX0AMMO HaxaTb KHOMKY COXpPaHUTb.
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5.5.1 BknapkaPacwupeHHble HaCTPOMKMU

Bknagka PacwmpeHHble HacTPOMKK No3BonsdeT obHOBNATL NporpammHoe obecneyenume (I10)
KOHTpoOnmnepa, ckauvMBaTb M 3arpyxatb KOHUrypauuoHHble ainbl, OBGHOBMATL MNPOLUMBKY
KOHTpOrnnepa, BOCCTaHaBNMBaTb 3aBOACKNE HACTPOMKM U Nepe3arpyxaTb KOHTponsep:

BoCCTaHDBWTE 3aB0OOCKHE HAaCTDOWMKH!
CoxpanuTs KorduMypaunoHHsA $adn
ZarpYyaHTh KOHDANy paLMoHHNR a@n

Meapezarpyska KoHTpoANSpa: Nepeaar pyauTs

- I T

BoccTaHoBUTbL 3aBOACKME HACTPOMKU: BOCCTaHaBNNBAET HACTPOMKM.

CoxpaHuTb KOHtUrypaumoHHbin cpann: CoxpaHseT BbINOMHEHHbIE HACTPOWKM KOHTpOMsepa B
dhann Ha yCTPOMCTBE, C KOTOPOro NPOU3BOAUTCS HACTPOMKa.

3arpy3uTb KOH¢UrypaumoHHbin ¢aun: 3arpykaeT COXpaHEHHble HacTPoOWKu K3 hanna Ha
YCTPOUCTBE, C KOTOPOro NPOU3BOAUTCS HACTPOMKa.

MNMepe3arpy3ka kKoHTponnepa: BbinonHsaeT nepesanyck KOHTponsiepa, YTobbl YyCTaHOBMEHHbIE
N3MEHEeHNsA HaCTPOWKN BCTYNUITN B CUNY.

O6HoBneHue npowunBKu: [Nossondet 06HOBUTL 1O KOHTPONNEPHON YaCcTU UM MOAYNS CBA3M
Z-5R (mog Web BT).

5.5.2 3aBepLueHne KOH(pUrypupoBaHUA KOHTposepa

[na 3aBepweHus paboTbl ¢ web-nHTepdencom HeobxoguMMoO YCTaHOBUTb MEPEMbIYKY U3
nonoxeHns CONFIG B NORMAL wnn LOCK, BbibpaTtb Bknagky PaclumpeHHble HacTpOnKn m
nepesarpy3uTb KOHTponnep. [Ansa Bbixoga ns web-nHtepderca HeobxoaAnMo 3akpbITb  BKIaaKy
Opaysepa.
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6. BKINFOYEHUE KOHTPOIUJIEPA UHAYAJIO PABOTbI

[MoakniovnTe BHELLHME YCTPOUCTBA K KOHTPOSIepy B COOTBETCTBMU C pasgenomM 3. HavarnbHble
(3aBopckme) HacTponkun moayns ceasmn Z-5R (mog. Web BT):

npotokon Ethernet pexxum DHCP;

pexum yctaHoBrneHus cesasn Cepaep, okanbHbivi nopT 1000.

BHumaHne! lameHeHne HacTpoek Moayns CBA3M BO3MOXHO Tornbko Yyepe3 Web-nHtepdenc.
M3meHeHne 3aBOACKMX HACTPOEK OnMcaHo B N.5 HacTosWwero pykosoacTsea. IsameHuTe 3aBoackune
napameTpbl B 3aBUCMMOCTH OT BbIOpaHHOIo pexnma.

BoikntounTte nutaHue. MNepectaBbtre nepembluky B nonoxeHne NORMAL wnm LOCK n nogante
nutaHune. KoHTponnep rotos k paboTe B BbIGPaHHOM pexXume.

[ns paboTbl C KOHTPONMIEPOM B aBTOHOMHOM pexume Heobxoaumo (Yepe3 Web-nHtepdeic)
BblOpaTh BkNagky «Pexunm paboTbl», yCTaHOBUTL peXxmnM paboTbl « ABTOHOMHbLIN» U cO30aTb XOTA
Obl oguMH MacTtep-kniod. [lanee, COXpaHMB aBTOHOMHbLIN pexum paboTbl, BbInTM M3 Web-
MHTepdenca 1 cosgaTb Kym Ang npoxoaa.

7. HACTPOUKA KOHTPONJIEPA C MOMOLLbIO MACTEP-KNIOYA

Ana ynpaBneHua KOHTponnepom (AnNA nepeBoda KOHTpPONfepa B HYXHbIN pPexum
nporpamMmMupoBaHus: cosgaHue/yaaneHns npocTbiX W/Mnn BGroKMPYOLWMX KapT, BKOYEHue
pexuma «Accept» U T.4.) UCNONb3YIOTCA KOpPOTKME (MeHee 1 ceK) U AfMHHbIE (OKOMO 6 Cek)
nogHeceHns (kacaHusl) MacTep-knwyva K cuuTbiBatento. Ha paboTy B KaXaom pexume
nporpaMMmnpoBaHUs eCcTb OrpaHNYeHne Ha BpeMsi rnocrie nocnegHero kacaHus (okono 16 cek),
nocrie KOTOPOro KOHTPOSIEP BbIXOAUT U3 peXxmMMa NporpaMMmmnpoBaHms, MHPOPMUpPYs cepmnen ns 4
KOPOTKUX CUrHaroB.

BHumaHue! KoHTponnep nmeet aBa 6aHka gaHHbIX KITHOYEN, KOTOPble B aBTOHOMHOM peXnme
ynpaBnaTCcA (3anosHATCSA/CTUPaKOTCsl) 0QHOBPEMEHHO.

BHumaHue! [Ina nporpammMyMpoBaHns C MOMOLLBbID MacTep-Krya CYMTbIBaTENN OOIMKHbI ObITb
NoaKstodeHbl o npoTtokosny iButton.

Bo3MOXHbI criegytoLme pexxmmMbl NporpamMmmMmMpoBaHunS:

[No6aBneHue NpocTbIX KNo4Yen - 1 ANNMHHOE KacaHue.

[No6aBneHne mactep-knroyen - 1 KOpoTkoe n 1 onNuHHoe.

YnaneHue npocTbIX KIKO4Yen - 2 KOPOTKUX U 1 AnnHHoe.

CTupaHume Bcex Knroyeun (MamaTu KOHTponnepa) - 3 KOpoTkux 1 1 annHHoe.

YcTtaHOBKa BpeMeHU OTKpbIBaHUS ABEPU -4 KOPOTKUX.

MNMepexopn B pexum "Accept” - 5 KOPOTKUX.

BbikntoyeHue pexxuma "Accept” 1 kopoTkoe.

7.1 lo6aBneHue NpoCTbIX KNnoyen

lMogHecuTe n yoepXuBamTe mMacTep-Knod (4fIMHHOE KacaHue). B MOMEHT kacaHusi KOHTpornnep
BblJACT KOPOTKUA CUrHam, nogTBepXAatrolwmni Ono3HaHMe mMacTtep-kntoda, U yepes 6 CekyH[ -
BTOPOW CUrHas, ykasblBaloLL M Ha Nepexod KOHTposinepa B pexmm gobaBneHns NpocTbIX KIYen.
Mocne aToro mactep-kntod cnegyet yopats. [Ins aobaBneHns HOBbIX KoYer kacantecb MMM No
ovepean cumTbiBaTens ¢ nay3on Mexay kacaHusamu meHee 16 cekyHa. Ha kaxgoe kacaHne HOBbIM
KITIO4OM KOHTPOSfep BblAaeT MOATBEPXKAAKLMA KOPOTKUA CcuUrHan. Ecrnn HOBLbIM KoY nocne
noaHeceHNsa yaepXxuBaTb B Mone cuutbiBatens 6Gonee 3 cek, To OH OydeT 3anmcaH Kak
Grokmpyowmnn. Ecnm NOAHECEHHLIN KMOY YK€ UMEETCS B NamsATh, TO KOHTponnep m3gacT asa
KOPOTKMX curHana. Bbixog 13 pexunma npomcxogut nnbo aBTomaTndeckn yepes 16 cekyHa nocne
nocrnegHero KkacaHums, nmbo npu kacaHum mactep-knodom. O BbIXOAE U3 pexnma KOHTponnep
NHOpPMUpYET cepuen n3 4 KOPOTKNX CUTHASOB.
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7.2 [JobGaBneHune macTtep-Knoyemn

KpaTkoBpeMeHHO KOCHUTECH MacTep-KIno4oM cYMTbIBaTeNns (KOpoTkoe KacaHue). B MoMeHT
KacaHusi KOHTPOMep Bbl4ACT KOPOTKUIA CUrHamn, NOATBEPXKAAoLWMIA ONO3HaHNE MacTep-Kro4a,
N He Bornee 4yeM Yepes 6 ceKyH KOCHUTECh N yaepXXnsanTe MacTep-KIiod y cHUTbiBaTens
(8NMHHOE KacaHue). B MOMeHT BTOPOro KacaHnsa KOHTPOSSiep Bbl4acT ABa KOPOTKUX CUrHana,
yKasblBalOLLMX HA BTOPOE KacaHWe MacTep-Kio4oM B pexumMme nporpaMMupoBaHus, u yepes 6
CEKYHA - OOWH CUrHan, ykasblBaloLLMi Ha nepexoq KOHTporsepa B pexum gobasneHns mactep-
kntoden. MNocne aToro macTep-kntoY criegyet yopatb. [na gobaBneHnsi HOBbIX MaCTEP-KITYen
KacamTecb MMM MO ovepeamn CUMTbIiBaTENS C Nay3on Mexay KacaHnamu He 6onee 16 cekyHa. Ha
KaXkoe KacaHue HOBbIM KITHOYOM KOHTPOMep BblgaeT NoATBEPKAAIOLLNN KOPOTKUA CUrHan.
Ecnn kntod yxxe nmeeTcs B NnaMsATU Kak MacTep-KIod, TO cUrHanoB He ByaeT. Beixoa u3 pexuma
pobaBneHns mactep-Knovern NPoONCXoamT aBToMaTnyeckn Yepes 16 cekyHa nocne nocrnegHero
kacaHus. O BbIXOAe U3 pexxmMma KOHTpornep MHoOpMUpYeT cepuen n3 4 KOpOTKUX CUTHarOoB.

7.3 YpaneHue npocTbiX Knoyeun

[1Ba pa3a KpaTKOBPEMEHHO KOCHUTECh MacTep-KI4YOM cunTbiBaTens (KOpoTkMe KkacaHus). B
MOMEHT NEepBOro KacaHus KOHTPOMNep Bbl4acT OAMH KOPOTKWUIA CUrHanM, NOATBEPXKAAOL NI
ONo3HaHMe mMacTep-kntoya. B MOMEHT BTOpPOro KacaHus KOHTPOMnep Bbl4acT ABa KOPOTKMX
curHana, ykasblBaloLLMx Ha BTOPOE KacaHne MacTep-Krito4oM B peXnmMe nporpaMmMmpoBaHng, u
He B6onee yem yepes 6 CeKyHA KOCHUTECH U yOepXKMBaNTe MacTeP-KIOY y CYMTbIBATENS
(AnNMHHOE KacaHue). B MOMEHT TPETbEro KacaHus KOHTPOMep BbiAACT TPU KOPOTKUX CUTHanNa, u
4yepes 6 CEeKyHA - OAMH CUrHarn, ykasblBaloLUA Ha NEPEXOL, B PEXMM CTUPAHUS NPOCTbIX
kntoyen. Nocne aToro Mmactep-kntoy cneayet yopartb. [ns cTupaHms NpocTbiX U GNOKMPYOLLIMX
KIoYen Kacantecb UMY NOOYEPELQHO CHUTBIBATENS C Nay30M Mexay KacaHusaMu He bornee 16
CeKyHA,.

Ha kaxxgoe kacaHne CTMpaeMbliM KITFOYOM KOHTPOIep Bbli4acT NOATBEPXKAAOLLMA KOPOTKUIA
curHan. Ecnu kniova HeT B NaMsTh, TO ABa KOPOTKUX curHana. Beixog 13 pexxuma npomcxoant
nnbo aBTOMaTUYECKN Yepes 16 ceKyHA nocne NocrnegHero kacaHusa, nMbo nNpu kacaHun macTep-
krntoyom. O BbIXo4e 13 pexuma KOHTponnep MHPOPMUPYET CEPUE KOPOTKUX CUrHAsOB.

7.4 CtupaHue Bcex Knroyen (namsaTu KOHTpornsepa)

Tpun pasa KpaTKOBPEMEHHO KOCHUTECH MacTep-KITlo4OM CYUTLIBATENS (KOPOTKNE KacaHus). B
MOMEHT NepBOro KacaHus KOHTPOmnep Bbl4acT OAMH KOPOTKUMA CUrHan, MOATBepXKaatoLwmnm
Ono3HaHue MacTep-Kroda. B MOMEHT BTOPOro kacaHus cHMTbIBaTeNb Bbl4ACT ABa KOPOTKMX
curHana, ykasblBaloLLMX Ha BTOPOE KacaHne MacTep-KrovoM B pexxume nporpaMmMmmpoBaHuns. B
MOMEHT TPETbero KacaHusa KOHTPOsNep BbliAACT TPU KOPOTKUX CUrHaNa, ykasbliBaloLmMX Ha
TpeTbe KacaHue MacTep-KIiodoMm, n He Bonee Yem yepes 6 CekyH KOCHUTECH U yaepXuBante
MacTep-KInoY y cuuTbiBaTens (AnnMHHoe kacaHne). B MOMEHT 4eTBepPTOro KacaHusi KOHTponnep
BblACT YeTbIpe KOPOTKMUX CUrHana, u 4epes 6 CekyHA - CEpUI0 KOPOTKMX, yKasbiBalOLLNX Ha
CTMpaHue namMaTn KOHTPOrnepa v BbIXo U3 pexuma nporpammMmmposaHus. Nocne aTtoro mactep-
Knoy criegyet ybparts.

*B MOMEHT CTUpaHusa Bcen 6asbl C NOMOLLbI0 MacTep-KapTbl HE MPOMCXOAUT CTUPaHUSA
3anporpaMmMMpOBaHHOIO BpeMEHU OTKPbIBaAHUS 3aMKa.
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7.5 YctaHOBKa BpeMeHM OTKpPbIBaHUA 3aMKa

UeTblpe pa3a kpaTKoBpeMeHHO NogHecuTe MacTep-KroY K cymTbiBaTento. B MoOMeHT kaxaoro
KacaHus KOHTponsiep BblAacT CUrHanbl, NogTBepXXAarollne Ono3HaHue MacTep-Krya, a ux
KonnyectBo OyaeT COOTBETCTBOBAaTb KOMMYECTBY KacaHWi. B MOMEHT 4eTBepToro KacaHus
KOHTPOSep Bbl4AaCT COOTBETCTBEHHO YETbIpe CUrHaNa u nepenaeT B pexmm nporpaMmMmmpoBaHus
BPEMEHN OTKpbIBaHMSA. B TeuyeHne 6 cekyHO OT nocnegHero KacaHusi HeobxoauMO HaxaTb W
yaepXXnBaTb KHOMKY ABEPU Ha BpeMsi, HeobxoamMmoe Ans oTKpbiBaHMs. [locne oTnyckaHus KHOMKK
KOHTpONMep BblAacT cUrHanm W 3anuuweTt Bpems B NamMdATb. Bpemsi KOHTpoNnA OTKpbIBaHUSA
yCTaHaBMBAETCS PaBHbIM BPEMEHW OTKPbIBAHWUSA, @ BpeMsi KOHTPOMs 3aKkpblTus cObpacbiBaeTca B
Hosb. [1NS TOYHOW HACTPOMKM peKOMeHAYeTCs Nonb30BaTbCca Web-nHTepdencom.

7.6 Bknro4veHue/BbiKnoYeHne pexuma «Accept»

Pexum "Accept" npumeHsaeTca ons 3annucu Bcex NOAHOCUMbIX KIToYer B NaMsaTb YCTponcTea. B
AAHHOM peXnme OT Krtoya, MOAHOCUMOrO K CYUThIBATESNO, NPOUCXOAUT pa3brnokMpoBka Nnpoxoaa, 1
OQHOBPEMEHHO OH 3anncbiBaeTCA B MaMATb KOHTPOMepa, eCcrnv ero Tam HeT. Pexxnm ncnonb3yeTcs
AnNs BOCCTaHOBMNEHUs1 Gasbl OaHHbIX KOHTponnepa 6e3 cbopa knwouven nonb3osaTenen. [Onsa
BKINIOYEHNSA pexnmMma Heobxoamum mactep-kntod. [aTb pa3 KpaTKOBPEMEHHO NOAHECUTE MacTep-
KN4 K cyuTbiBaTento. B MOMEHT KaXOoro KacaHusi cuymTbiBaTeflb Bbl4aeT CurHanbl,
noaTBepXaarLlime Ono3HaHWe MacTep-Knya, a WX KOnMyecTBO OydeT COOTBETCTBOBATb
KONMu4ecTBy KacaHui. B MOMEHT NATOro KacaHus cuuTbiBaTeNb BblAACT COOTBETCTBEHHO MNATb
CUrHanNoB 1 Yepes3 HECKONMbKO CEKYH[, - eL€ OANH ANWHHBLIN CUrHan, NnogTBepXXaatoLLnn nepexos B
pexum «Accepty.

[Ons BbIkntoyeHUs pexmnma «Accepty nogHecutTe MacTep-KMY, CUrHam O BbIXode - cepusi
KOPOTKMX CUrHaroB.

*IMpu nponagaHnumn Hanps>KeHUs NMTaHNS yCTaHOBIEHHbIV paHee pexuMm "Accept” coxpaHseTcs
nocre ero BOCCTaHOBMNEHUS.

7.7 Pexumbl npoxoaa

KoHTponnep nogaepxmnBaeT cnegyoLimne pexmmMbl npoxoaa:
LUTATHBI PEXMM pa3peLUéH NPoxXop no NPOCTbIM U BAOKMPYIOLLNM KIoYaMm;
pexunm «bnoKknpoBKay - paspeLLEH NPoxXo TOMbKO MO BNOKMPYIOLLNM KNoYaMm;
pexunm «CBoBOAHbIV NPOXoa» - 3aNOpPHOE YCTPONCTBO pa3bnoknpoBaHo.
Pexxmmbl «b6rokmpoBka» M «CBOOGOAHbLIA NPOXOA» YCTaHaBNMBAKTCA C MOMOLLbIO BrokupyroLero
kntoya (gobasneHne GNoKMpyLWNX KNoven - N.7.1) nyTem yaepXaHus Krtoda Ha cuuTbiBaTene
(BnuHHOE KacaHwue) 6onee 3 cek. [pu OTKPLITON ABEPY BKITHOHAETCS PEXMM «CBOOOAHBIN NPOX0A4»,
npv 3aKkpblTon «6nokMpoBKay. Ecnn yxe BKNOYEH Kakon-nnbo M3 ykazaHHbIX PEXUMOB, TO Npwu
yaepxXaHum Grokupylowero Kniova unm NoAHEeCEeHWM MacTep-Kroya npous3onaéTr nepexon B
LUTaTHbIV PEXMM MPK JIFOOOM MONOXEHUM ABEPW.

BaxHo! PasbnoknpoBka npoxoga npu nofib3oBaHUM ONOKMPYIOLWUM KITHOYOM NPOUCXOOUT B
MOMEHT YOnpaHus Knova oT CHMThIBaTENS.
B pexume «BGnokumpoBka» Npy UCMNONb30BaHWA NPOCTOrO Kntova pas3briokMpoBKM Mpoxoda He
NPONCXOAUT, a BbIAAETCA CepUst KOPOTKUX CUTHASTOB.
B pexmme «cBoOOAHbLIV MPOXoa» MPOUCXOAUT pernmcrtpauusi BCeX NOAHOCUMbIX KIOYen Ans
AanbHenwen o6paboTkm ynpasnsitoLLen NporpammMon.

*Mpn nponagaHnn HanpsKEHUA MUTaHWUS YCTAHOBIEHHbIN paHee pexum "brokuposka"
COXpaHSAEeTCs U NOoCce BKAYEHUS HANPsKEHWS.
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8. CBA3b MEXAY CETEBbIMU U ABTOHOMHbIM PEXXUMAMU PABOTbI

3ameyaHue 1. pu nponagaHun NUTaHUS KOHTPOSSEP BO3BpaLLAeTCs B pPeXum paboThl,
npegwecTBYOWNA BbIKITIOYEHUIO NUTaHUA. WVCKNIYEHMEM SABMSTCA pPeXUMb
AobasneHus/yoaneHus KNyen: B 3TOM Crlydae KOHTPOSiep BEPHETCS B HOPMarbHbIA PEXUM.

3ameyaHue 2. [Ipn nepexone ¢ aBTOHOMHOIO peXxmnmMa Ha ceTeBon yrnpasnstoLlas nporpaMmma,
3arpyxasi cBoto 0asy Krto4yen B KOHTpOMnep, Kak npasBwio, yaanseT mmetouwytocs. Moatomy
PEKOMEHOYETCA COXpaHATb Tekywy 6asy Kknwyern [0 NOOKMYEHUA KOHTposnnepa K
ynpasnaoLwen nporpamme anst obecnevyeHns BO3MOXHOCTU BOCCTAHOBMEHUA UMM 3KCropTa
TekyLen 6a3bl B ynpasnstoLyto nporpammy. Micnonbayinte nporpammy Guard Commander.

3ameyaHue 3. BBOA HOBOIO KIl04a B CETEBOM CUCTEME AOSMKEH OCYLLECTBISATLCS C MOMOLLbIO
ynpaBngaoLen nporpaMmmeil.

3ameyaHue 4. Ecnn nocne HacTpovkM B aBTOHOMHOM pexume npegnosiaraercs SOCTyn K
KOHTponnepy u3 nporpamm (Hanpumep, GuardCommander), TO Mogyrnb CBA3W KOHTporsepa C
NoMOLLbH Web-nHTepdenca Hy>kHO HacTpouTb Ha paboTy B CETEBOM pPEXUME.
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9. KOMIMNEKT NOCTABKU

- KoHTponnep Z-5R (mog. Web BT) -1 Wt
- KOMNNEKT AN KpenneHns -1 Wt
- batapemnka CR2032 -1 Wt
- PYKOBOZCTBO MO 3KCMyaTaumm -1 wr

10. YCITOBUA IKCIMNNYATALIUU

TemnepaTypa okpy>atoLen cpeapbl: o1 -40°C po +50°C.

OTHOocuTenbHas BNaxxHoCTb Bo3ayxa:  He 6onee 80% npu 25°C.

Mpn WU3MEHEHWWN YCNOBWUIA 3JKCMyaTauum TEeXHUYECKNE XapakKTEePUCTUKM M3oenusa MoryT
OTNMYaTLCS OT HOMUHAMNbHbIX 3HAYEHU.

KoHTponnep npegHasHayeH ans akcniyatauum B YCNoOBUAX OTCYTCTBUS: aTMOCHEPHbIX 0CaaKOB,
NPSIMbIX CONTHEYHbIX JTy4Yein, necka, Nbifn 1 KOHAEeHcaumMy Bnaru.

11. NPABUJIA TPAHCIMTOPTUPOBAHUA U XPAHEHUA

N3penne B ynakoBaHHOM BWOE MOXET TPAHCMOPTUPOBATLCA B KPbITbIX TPAHCMOPTHbIX
cpeactBax nwboro Buga npu Temnepatype ot -50°C pgo +50°C, ¢ 3awuton ero ot
HenocpeaCcTBEHHOIO0 BO3AENCTBUSA aTMOCKEPHbIX OCAfKOB, COSTHEYHOrO W3NyYeHus wu
MEeXaHM4YeCcKkMX MOBPEXAEHMN, NO npaBunam nNepeBO3KU rpy30B, OENCTBYKOLWMX Ha
cooTBeTcTBYyloLEeM Buae TpaHcrnopta no FOCT 23088-80.

N3nenve pomkHo xpaHutees B yerosuax rpynnsl J1 no FOCT 15150-69 (temnepatypa ot +5°C
0o +40°C, oTHocuTenbHasi BnaxxHoCTb 40 80%).
Cpok xpaHeHus 5 net.

12. PEANTIU3ALUUNA NYTUNTN3ALINA

Peanusauus. Peanusaums nsgenus npoMsBoguTca Yepes TOproByto ceTb. [pn aToM Hannume
NUUEH3MM UNU cheuunanbHbIX paspeLlleHnin Yy npodaBua Ha TOProBd AaHHbIM TOBApOM He
Tpebyercs.

Yrunusauma. OTcnyxmeLune CBON CPOK U3LENUSA cneayet caaBaTh Ha 9KONOMMYECKN YUCTYHO
peKynepawmio OTXOLO0B.

He BbiGpacbiBanTe anekTpoHHbIe N3aenus B 6bIToBon mycop!

13. TFAPAHTUMHBIE OBA3ATENBLCTBA
[apaHTUIHBI CPOK AKCnyaTauum 12 Mecsiues CO AHA MPOAaXH.
OcHoBaHusa ons npekpaLleHns rapaHTUNHBbIX 00A3aTeNbCTB:
* HapyLlleHue HacToswero PykoBoacTBa;
*  Hanuune MexaHM4eCcKnx NOBPEXOEHUN;
* Hanuuue criegoB BO3OENCTBUA Bfiarn v arpeCccuBHbIX BELLECTB;
* HanuMuMe cnegoB HeEKBaNUMMUUMPOBAHHOIO BMellaTeNbCTBa B ANIEKTPUYECKYHD CXEMY
ycTponucTtaa.
B TeuyeHue rapaHTuHOro cpoka WarotoButenb 6GecnnaTtHO yCTpaHSeT HeWCnpaBHOCTU
YCTPOWCTBA, BO3HMKLUME MO ero BUHE, NN Npom3BoanT ero 3ameHy. Cpok cnyx6bl nsgenusa 6 ner.
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